
 
 

Human Services 
SUMMARY 
DEPARTMENT 

The Department of Human Services should improve access control for all its information 
systems—see below 

OFFICE OF THE PUBLIC TRUSTEE 

There are no new recommendations to the Office of the Public Trustee. 

FINDINGS AND RECOMMENDATIONS 
DEPARTMENT 

Matters from the current audit  

User access control 

Background 

System access controls are a cornerstone of data security. They ensure only authorized 
employees have access to systems, thereby improving the integrity of the systems and 
applications including the data in them. Effective access controls typically include procedures 
such as formal access requests and approvals, timely access removal, periodic monitoring, and 
appropriate segregation of duties. 

RECOMMENDATION 18: IMPROVE ACCESS CONTROL PROCESSES 
We recommend that the Department of Human Services improve access control processes 
for all its information systems, to ensure: 
• user access to application systems and data is properly authorized 
• user access is disabled promptly when employees leave their employment or role 

 
Criteria: the standards for our audit 

The department should:  
• have a clear policy and documented control process for employees to follow in requesting, 

approving, granting, regularly reviewing and terminating access to business and financial 
applications  

• ensure that access control processes gather appropriate evidence to show they are regularly 
followed  

 
Our audit findings 

KEY FINDINGS 

• The department has not defined and implemented control processes to authorize and 
create new users, or remove users’ access, after they leave the organization, for one of 
the in-scope applications. 

• There were no regular periodic reviews of users or access in all the in-scope applications. 
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The department has not defined and implemented user access control processes for the child 
care information system. 

We found terminated employees with continuing access to six business and financial 
applications, including the contract management and child care information systems. We also 
found that the department does not regularly and periodically review user access in in-scope 
systems and business applications to mitigate the risk of inappropriate and unauthorized 
access.  

Implications and risks if recommendation not implemented 

Unauthorized individuals may access the department’s systems and applications and may 
change or manipulate critical personal, business and financial information. Unauthorized access 
to financial systems could impair the integrity of financial reporting and results.  

OUTSTANDING RECOMMENDATIONS 
DEPARTMENT  

There are no outstanding recommendations to the Department of Human Services. 
 
OFFICE OF THE PUBLIC TRUSTEE 

The following recommendations are outstanding and not yet ready for follow-up audits: 
Supervisory review of client files—February 2013, no. 2, p. 42 
We recommend that the Office of the Public Trustee improve its file management processes to 
ensure all client files are subject to adequate supervisory review. 

Improve and follow policies—February 2013, no. 4, p. 45 
We recommend that the Office of the Public Trustee: 
• review and assess whether its policies are appropriate, and procedures are adequate to 

mitigate the risk that client assets could be misappropriated or otherwise mismanaged 
• improve its processes for ensuring compliance with policies and procedures 
 
Segregation of duties—February 2013, no. 5, p. 47 
We recommend that the Office of the Public Trustee strengthen its processes for the approval 
and payment of client expenses or disbursements. 

Documentation—February 2013, no. 6, p. 48 
We recommend that the Office of the Public Trustee improve its processes for ensuring client 
files are appropriately documented, including adequate documentation of supervisory review 
and internal audit. 

Management has identified this recommendation as implemented—to be confirmed with a follow-up 
audit: 
Internal audit role—February 2013, no. 3, p. 42 
We recommend that the Office of the Public Trustee strengthen the role of its internal audit, 
ensuring it has adequate authority and independence to effectively perform its function. 
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