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Summary
Department 
The Department of Health has implemented: 
•	 the	recommendation	we	made	in	2002	to	

improve corporate control processes for 
ensuring accountability for conditional grants—
see next column

•	 our	October	2009	recommendation	to	clarify	
the respective roles of the Department and 
Alberta Health Services in infection prevention 
and control compliance monitoring in Alberta—
see page 118

Alberta Health Services
We	make	five	new	recommendations	to	Alberta	
Health Services to:
•	 improve	documentation	of	its	conversions	from	

legacy	systems	to	new	systems—see	page	119
•	 improve	its	monitoring	activities	to	ensure	the	

accuracy of transactions in its payroll system—
see page 121

•	 complete	the	review	of	old	amounts	on	the	
Goods Received Not Invoiced report to validate 
amounts or resolve issues as they arise before 
year end—see page 122

•	 reinforce	its	admissions	policies	to	ensure	
consistent	application	and	review	its	controls	
over the processes that generate fees and 
charges revenue—see page 123

•	 implement	a	recurring	process	to	ensure	
significant	and/or	unusual	journal	entries	are	
reviewed	and	approved	appropriately—see	
page 124

In the past year AHS made satisfactory progress:
•	 developing	IT	controls	and	processes—see	

page 125
•	 implementing	consistent	and	efficient	

accounting processes for externally restricted 
contributions—see page 127

AHS	implemented	our	recommendation	to	review	
existing supplementary retirement plans—see 
page 127.

For outstanding recommendations to the 
organization that form the Ministry, please see our 
outstanding	recommendations	list	on	page	159.

Findings and recommendations
Department 
Accountability for conditional grants—
implemented
Background
We made our original recommendation on the 
accountability for conditional grants in our 
October 2002 Report (page 134) that the 
Department of Health improve its corporate control 
processes for ensuring accountability for conditional 
funding. We repeated the recommendation in our 
October 2003 Report (no. 22—page 152) and again 
in our October 2009 Report (page 252) because 
the Department had not implemented a monitoring 
process to ensure that program areas receive and 
review	reports	on	conditional	grants.	

Our audit findings

In	2011–2012,	we	conducted	a	follow-up	audit	and	
noted that the Department has developed a revised 
grant	policy	and	procedures	manual.	We	reviewed	
the revised documents and noted that the grant 
policy provides guidance to program divisions to 
manage conditional grants. The grant procedures 
manual describes detailed control processes for 
each	division	to	follow	and	holds	individual	divisions	
accountable for a set of actions. The manual also 
includes sample templates that the divisions should 
use to manage conditional grants. One of the key 
tools in the manual is a grant monitoring checklist 
that	provides	guidance	to	grant	managers	on	how	
to	monitor	and	review	conditional	grants.	
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We	performed	a	walkthrough	of	the	Department’s	
processes in managing conditional grants. We 
noted	that	the	processes	included	how	the	
Department:
•	 approved	grant	proposals	that	the	proponents	

submit—We tested a sample of grants and 
noted	review	and	approval	controls	were	in	
place	to	ensure	that	proposals	were	within	
the	Minister’s	mandate,	sufficient	funds	were	
available in the program budget, and proposals 
included measurable outcomes, and risk 
mitigating strategies

•	 prepared	grant	agreements	and	payment	
schedules once the Minister approved the 
grant proposals—The grant procedures 
manual provides guidance to program 
divisions to prepare grant agreements. We 
tested a sample of the agreements and 
noted	that	for	those	grants	that	were	over	
$15,000, the program divisions provided the 
agreements and payment schedules to the 
Department’s	Financial	Planning	branch	for	
review	of	accounting	policy	compliance	and	
treatment, and to the Legal and Legislative 
Services	branch	for	legal	compliance	review.	
When	the	grant	payments	were	due,	we	noted	
that	controls	were	in	place,	including	grant	
managers’	and	expenditure	officers’	reviews	
to ensure that the payments matched the 
amounts in the agreements. 

To assess the process that the Department used to 
monitor	conditional	grants,	we	selected	a	sample	
of	grant	files	from	each	program	division.	We	noted	
that	all	divisions	followed	the	guidance	from	the	
grant	procedures	manual	for	reviewing	reports	from	
recipients.	The	grant	managers’	reviews	included	
assessing	whether	the	recipients	used	the	grants	
for	the	intended	purposes,	and	that	any	significant	
variances	between	budget	and	actual	expenses	
had	reasonable	explanations.	In	situations	where	
the	recipients	did	not	submit	the	reports	when	due,	
we	noted	that	the	Department	had	an	escalating	
process to ensure the recipients submit reports for 
its	review.	

The grant agreements include a provision that 
upon expiry or termination of grants, the recipients 
need to return surplus funds, if any, to the 
Department.	The	recipients	need	the	Minister’s	
approval to retain the funds. We noted that the 
Department used the same process for approving 
the applications of surplus fund retention. We 
tested	a	sample	of	approved	and	rejected	surplus	
fund applications and noted that grant managers 
reviewed	the	applicants’	rationale	to	assess	
whether	to	accept	or	reject	the	applications.	

Based	on	our	audit,	we	conclude	that	the	
Department has implemented a sustainable 
process to monitor conditional grants. 

Currently,	each	division	uses	its	own	system	to	
track and monitor grants. To further enhance 
the process, management told us that it is in 
the process of implementing a corporate grant 
management system to standardize and streamline 
the recording, tracking and monitoring of conditional 
grants. The system is expected to be complete by 
December 2012. 

Infection prevention and control—
clarifying respective roles in compliance 
monitoring—implemented 
The Department has implemented 
the	recommendation	we	made	in	our	
October 2009 Report (page 248) by clarifying its 
role in the implementation and execution of 
infection prevention and control compliance 
monitoring	in	Alberta.	The	focus	of	our	work	was	
to	determine	whether	respective	roles	in	IPC	
compliance	monitoring	were	developed.

Background
In	2009	we	reported	that	the	Department	had	not	
fully developed its role relative to AHS monitoring 
activities	in	the	IPC	area.	We	made	the	original	
recommendation because a clear understanding 
of compliance monitoring roles and responsibilities 
between	the	Department	and	AHS	is	critical	to	
ensuring	that	healthcare	facilities	follow	applicable	
IPC	standards	and	practices.
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Our audit findings

The	Department	has	clarified	its	role	relative	to	
AHS monitoring activities in the infection prevention 
and control area. The	Department	oversees	IPC	
compliance monitoring activities in the province, 
by	periodically	reviewing	compliance	reporting	
provided by AHS. When deemed necessary, the 
Department may, from time to time, perform onsite 
visits	to	individual	facilities	to	obtain	verification	and	
gather additional information. These visits are not 
a	substitute	for	AHS’s	IPC	compliance	monitoring	
program.	Specific	IPC	accountability	and	reporting	
requirements are outlined in the 2011 Standards for 
Infection	Prevention	and	Control	–	Accountability	
and Reporting.1

Alberta Health Services 
Matters from the current audit 
Data conversion testing
Background
When	the	government	first	set	up	Alberta	Health	
Services, it consolidated delivery of health services 
from the former regional health authorities, the 
Alberta Mental Health Board, the Alberta Cancer 
Board and the Alberta Alcohol and Drug Abuse 
Commission. As a consolidated health region, AHS 
is reducing the redundancy among the separate 
systems it inherited from its predecessor entities. 
For example, it is moving all AHS employees onto 
one centralized human resource management 
system,	called	ePeople.	

To consolidate its systems, AHS must move data 
from the old systems (legacy systems) to the 
new	centralized	human	resource	management	
system. This process is called a data conversion. 
Converting	data	to	a	new	system	is	a	complex	
process	because	a	new	system	does	not	always	
store data in the same format as the old. Also, 
several types of data in the old system may need 
to	be	combined	in	the	new	system	because	AHS	
is	using	the	data	for	new	functions	that	the	system	
makes possible. 

Data conversions must be carefully tested to 
ensure that data is completely and accurately 
transferred	from	legacy	systems	to	the	new	system.	
Conversion testing should also include tests to 
make	sure	the	new	system	operates	properly;	for	
example, that it properly calculates employee pay. 

In 2012, AHS transferred payroll from the former 
Capital	Health	Region’s	system	to	ePeople.	By	
March	2012,	AHS	was	using	ePeople	for	two-thirds	
of	AHS’s	total	payroll.	After	payroll	for	the	former	
Capital	Health	Region	employees	was	transferred	
to	ePeople,	AHS’s	internal	auditors	tested	the	data	
conversion.

Recommendation: Data conversion testing

22 RECOMMENDATION

We recommend that Alberta Health Services 
improve documentation of its conversions 
from	legacy	systems	to	new	systems	
by	requiring	the	project	team	to	clearly	
document	how	they	ensured:	
•	 converted	data	is	complete	and	accurate
•	 the	new	system	functions	with	the	

converted data as intended 

Criteria: the standards for our audit
Data conversion test plans must be:
•	 designed	to	test	all	converted	data	
•	 clearly	communicated	to	the	conversion	team

Data	converted	from	legacy	systems	to	new	
systems must be tested to ensure:
•	 the	data	is	completely	and	accurately	brought	

from	the	legacy	system	to	the	new	one
•	 the	new	system	works	as	intended

_________________________________________________________________________________________________________________________________________________

1 See	http://www.health.alberta.ca/documents/IPC-Accountability-Reporting-2011.pdf	
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Our audit findings
Key findings

AHS did not adequately document its conversion 
tests or retain appropriate evidence to 
demonstrate	that	the	project	team:
 • confirmed	they	brought	all	the	data	from	the	
legacy	system	to	the	new	system	

 • validated the accuracy of all data brought to the 
new	system

 • confirmed	the	new	system	processed	the	
converted data as expected

AHS did not adequately map its data validation 
testing to the converted data.

The	project	team	developed	conversion	design	
and strategy documents that guided the 
conversion	team	on	what	data	to	convert	and	
provided	technical	information	about	the	new	data.	
The strategy required that the conversion team 
test	the	converted	data,	but	did	not	detail	how	it	
would	test	the	data	or	what	evidence	of	the	testing	
the	team	needed	to	retain	for	management	review.	

Based on the conversion strategy, the conversion 
team	conducted	data	conversion	tests,	which	
included	reconciling	five	pay	cycles	in	a	test	
version	of	the	new	system	to	the	actual	pay	
from the legacy system. During each cycle, 
the	conversion	team	identified	errors,	made	
improvements	and	created	a	plan	for	the	final	cut-
over	from	the	old	system	to	the	new	system.	This	
plan included a number of data validation tests, 
but	did	not	state	that	the	team	would	test	all	the	
data for completeness and accuracy or that they 
would	test	all	important	system	functions	with	the	
converted data. 

For	this	audit,	we	requested	lists	of	data	extracted	
from the legacy system and of all the data being 
imported	into	the	new	system.	We	also	asked	
for	the	testing	document	that	explained	how	
the validation and reconciliation tests related to 
the	data,	so	that	we	could	verify	that	data	in	the	
new	system	was	accurate	and	complete.	Project	
management	provided	us	with	the	lists	of	data	but	
did	not	have	information	on	how	the	validation	and	
reconciliation tests related to the converted data. 
Project	management	had	to	go	back	to	the	project	
team to obtain the information. 

We	asked	to	see	the	project	team’s	evidence	from	
the	validation	and	reconciliation	tests	to	confirm	
the	converted	data	was	properly	tested.	We	
found	the	project	team	did	not	consistently	retain	
the	evidence	needed	for	project	management	
review	or	audit.	We	saw	evidence	that	members	
of	the	project	team	informed	project	management	
they had performed their assigned validation 
tasks	assigned	in	the	cut-over	plan,	but	the	
project	team	did	not	provide	any	evidence	
they	completed	their	assigned	tasks	to	project	
management.	Members	of	the	project	team	told	
us	that	project	management	had	instructed	them	
to	retain	evidence,	but	had	not	provided	them	with	
direction	on	what	evidence	to	retain	for	project	
management	review	or	audit.	

AHS’s	internal	audit	of	the	data	conversion	also	
found	that	the	project	team	had	not	retained	
adequate evidence for its key conversion 
activities. 

After it had sent out T4 and T4A slips for 2011, 
AHS	found	that	ePeople	had	generated	5,800	
reporting errors in these slips. None of the errors 
had an impact on employee pay. AHS sent revised 
slips to the affected employees. AHS also found 
that	the	year-end	payroll	data	sent	to	Alberta	
Pensions	Services	Corporation	(APSC)	had	
19,000	differences	for	which	AHS	data	did	not	
match	APSC	data.	
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Management’s	investigation	found	that	most	of	
the	T4/T4A	errors	and	the	differences	in	the	year-
end	data	sent	to	APSC	occurred	as	a	result	of	the	
transition	to	ePeople.	Management	has	designed	
additional tests to identify these errors during 
future data conversions. Management should have 
identified	the	risk	of	these	errors	by	mapping	the	
validation and reconciliation testing to the converted 
data.	Had	they	done	that,	they	might	have	identified	
the	additional	testing	needed	before	the	cut-over.

Implications and risks if recommendation 
not implemented
If AHS does not thoroughly test its converted data, 
there is a risk that errors in the converted data may 
result in errors in employee pay.

Payroll—accuracy	monitoring	activities
Background
AHS	is	moving	its	employees’	payroll	data	onto	one	
centralized human resource management system, 
called	ePeople.	The	AHS	Human	Resources	
Shared Services branch, HRSS, is responsible for 
ensuring the accuracy of input of payroll changes in 
the	ePeople	system.

Payroll	changes	include	overall	changes	to	
employee	master	files	to	reflect	union	agreements	
and to move employees from one pay increment 
to another. In addition to these changes, HRSS 
also makes about 8,000 changes per month for 
individual employees, such as changing their status 
from	part-time	to	full-time,	changing	deductions	or	
changing position levels.

Recommendation: Accuracy monitoring 
activities

23 RECOMMENDATION

We recommend that Alberta Health Services 
improve its monitoring activities to ensure 
the accuracy of transactions in its payroll 
system.

Criteria: the standards for our audit
An adequate system of automated and manual 
internal controls should be in place to mitigate the 
risk	of	incorrect	changes	to	employee	master	files.

Our audit findings
Key findings

 • There	was	inadequate	documentation	to	
demonstrate that data integrity queries are 
being	run	and	results	are	properly	followed	up.

 • The rationale for the sample size, the type of 
samples	selected	and	procedures	to	follow	
when	errors	are	detected	was	not	documented.

HRSS has implemented controls over the overall 
changes to payroll, such as those resulting from 
amendments	to	union	agreements	or	when	
employees move from one pay increment to 
another. 

For other types of changes, HRSS has not 
implemented	a	manual	control	whereby	each	
change entered by one employee is checked for 
completeness and accuracy by another employee. 
Instead,	the	ePeople	system	uses	automated	
controls that check the accuracy of the other types 
of	payroll	and	benefit	data	changes,	and	HRSS	
applies	two	detective	controls	after	its	employees	
enter the changes. 

Four to six times each pay period, HRSS runs data 
integrity queries to identify incorrect or incomplete 
data	for	new	or	updated	employee	records	so	
errors	can	be	fixed.	Monthly,	they	also	select	a	
random sample of 40 changes to the employee 
files	(20	payroll	related,	20	benefit	related).	Then	
they	review	the	samples	against	authorized	source	
documents to ensure the completeness and 
accuracy	of	input	into	ePeople.	
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We	selected	and	reviewed	16	data	integrity	queries	
from 10 pay periods. We found:
•	 there	was	no	checklist	to	demonstrate	that	all	

the queries had been run 
•	 over	400	instances	of	where	there	was	not	

documentation	to	show	that	exceptions	
detected	by	the	queries	were	resolved	by	the	
end of the subsequent pay period. Some of the 
exceptions are not errors but instead instances 
where	the	circumstances	for	an	individual	
employee differs from that of the general 
population.	There	was	no	documentation	to	
differentiate	the	non-error	exceptions	from	the	
errors.	Such	documentation	would	allow	AHS	
to	measure	whether	or	not	errors	are	being	
resolved on a timely basis

•	 that	there	was	no	clear	documentation	on	
how	errors	were	corrected,	by	whom,	if	it	was	
appropriate to correct these errors or not, and 
what	testing	was	done	to	ensure	the	errors	had	
been corrected

We	also	reviewed	the	monthly	sample	of	changes	
to	employee	files	and	found:
•	 there	was	no	documented	rationale	to	

demonstrate	the	sample	size	was	sufficient	
to	meet	the	test	objective	or	that	the	samples	
picked	were	pro-rated	for	the	actual	quantity	
of	each	type	of	item	within	the	population	each	
month

•	 when	an	error	was	found,	the	sample	size	was	
not	extended	and	no	analysis	or	additional	work	
was	done	to	see	whether	the	queries	would	
have detected any additional errors in the 
monthly population

•	 there	was	no	check	to	ensure	the	population	
being	tested	was	complete	and	there	was	no	
documented deadline to ensure corrections 
occurred on a timely basis

Implications and risks if recommendation 
not implemented
If AHS does not monitor transactions to ensure 
the accuracy of its payroll system, it could make 
inappropriate changes to payroll, resulting in the 
over	or	underpayment	of	wages	and	benefits.

Accounts payable system—Goods 
received not invoiced listing

Background
AHS’s	accounts	payable	system	(P2P)	creates	an	
automatic	accrual	when	goods	are	received.	When	
an invoice is received, this accrual is reversed and 
the invoice is paid. 

At	March	31,	2012,	$124	million	was	accrued	on	
the Goods Received Not Invoiced (GRNI) listing.

Recommendation: Accounts payable 
system—Goods received not invoiced 
listing

24 RECOMMENDATION

We recommend that Alberta Health Services 
complete	its	review	of	old	amounts	on	the	
Goods Received Not Invoiced report to 
validate amounts or resolve issues as they 
arise before each year end.

Criteria: the standards for our audit
Accrued	liabilities	should	be	reviewed	and	
appropriately supported.

Our audit findings
Key finding

The goods received but not invoiced account in 
accounts	payable	is	difficult	to	review	and	has	
many old transactions that may contain errors.

At March 31, 2012, approximately $51 million 
of accruals on the list of goods received not 
invoiced	were	more	than	90	days	old.	We	noted	
management	had	started	performing	reviews	of	the	
account	in	December	2011;	however,	they	had	not	
analyzed all amounts by March 31, 2012.
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There	was	$17	million	of	offsetting	manual	journal	
entries for these items. Management has not had 
their IT department update the report so these 
items	still	show	on	the	report.	This	made	the	
report	extremely	difficult	to	review,	as	many	credit	
amounts	were	offset	by	debit	amounts	in	another	
account. 

By the end of our audit, management had 
examined a sample of transactions but had not 
determined	the	extent	to	which	the	net	amount	
represented an error. Due to the nature of the 
account, it is possible the obligation to the vendor 
has been settled through a different process 
other than the matching of the purchase order, 
invoice and receiving document. Management 
has	not	determined	whether	the	goods	were	
actually	received	and	not	billed	or	whether	there	
is	a	problem	with	the	purchasing	system	and	
processes.

Applying	the	results	of	management’s	testing,	we	
concluded that accounts payable and accrued 
liabilities	were	overstated	by	$14	million.	

Implications and risks if recommendation 
not implemented
If	AHS	does	not	review	old	amounts	on	the	GRNI	
list, there is a risk that accrued liabilities could be 
overstated.

Fees and charges
Background
The	majority	of	patient	services	provided	by	
AHS are not billed, as most individuals treated 
are	Alberta	residents	who	are	receiving	insured	
services.2

 

Legislation prescribes the types of goods and 
services that AHS may charge for. This includes 
charges	for	non-insured	goods	and	services,3 
and	charges	for	individuals	who	are	not	entitled	
to receive insured services. AHS inherited the 
admission and accounts receivable systems 
from the regional health authorities and boards 
that existed prior to the establishment of AHS. 
AHS has not yet converted to one system for 
admissions and accounts receivables.

Recommendation: Fees and charges

25 RECOMMENDATION

We recommend that Alberta Health Services:
•	 reinforce	its	admission	policies	to	ensure	

consistent application
•	 review	its	controls	over	the	processes	

that generates fees and charges 
revenue, to ensure they are 
appropriately designed, consistent 
across	regions	and	aligned	with	current	
policies

Criteria: the standards for our audit
Controls in core businesses should be 
documented.

Our audit findings
Key findings

 • AHS has multiple admission and accounts 
receivable systems.

 • There is inconsistent documentation of the 
information	flow	between	these	systems	and	
the controls. 
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2 The Alberta Health Care Insurance Act and the Hospitals Act govern entitlement to health care insurance, and insured hospitalization  
	 benefits,	respectively.	
3 See	http://www.health.alberta.ca/AHCIP/what-is-not-covered.html	for	examples	of	services	not	covered	by	the	Alberta	Health	Care		
	 Insurance	Plan. 

 
  



AHS	and	Alberta	Health	have	jointly	created	
an admissions policy that all admitting 
sites	must	follow.	However,	at	AHS	there	is	
inconsistent understanding and documentation 
of	the	information	flow,	from	the	different	patient	
admission sites through to the accounts receivable 
billing and collection. 

We noted the existence of both automated and 
manual	controls.	However,	there	is	still	significant	
variability	across	the	province	on	how	information	
flows	from	admissions	to	accounts	receivable	
to ensure appropriate amounts are billed and 
collected.

Due to the multiple legacy systems and processes, 
AHS still collects accounts receivable at individual 
sites. There has been limited centralization of 
billing, collections and consolidation of bank 
accounts. 

Implications and risks if recommendation 
not implemented
If AHS employees do not fully understand 
admissions	information	flow,	there	is	a	risk	of	
inappropriate billing. 

Journal	entry	review	process
Background
Alberta Health Services continues to consolidate 
diverse business applications from former regional 
health authorities into various centralized systems. 
The	central	general	ledger	is	known	as	Oracle	
R12.	This	was	the	first	full	fiscal	year	under	one	
centralized	purchasing	and	payment	system	(P2P).	
Payroll	was	also	partially	centralized	during	the	
year.

Recommendation: Journal entry review 
process

26 RECOMMENDATION

We recommend that Alberta Health Services 
implement a recurring process to ensure 
significant	and/or	unusual	journal	entries	are	
reviewed	and	approved	appropriately.

Criteria: the standards for our audit
Journal entries should be appropriately supported 
and	reviewed.

Our audit findings
Key finding

There is no formal recurring process to ensure 
significant	and	or	unusual	journal	entries	are	
reviewed	and	approved	appropriately.

During	our	audit,	we	noted	a	significant	number	
of	journal	entries	processed	in	the	current	year.	In	
addition	to	journal	entries	expected	as	part	of	the	
normal course of business, these entries included 
significant	reclassifications	and	adjustments	arising	
from system implementations. 

AHS	has	a	journal	entry	standard	that	provides	
guidance for the preparation, recording and 
approval	of	journal	entries.	However,	we	noted	that	
management has not established a formal and 
recurring process to: 
•	 ensure	journal	entries	over	a	significant	

threshold	or	journal	entries	that	are	outside	the	
normal	course	of	operations	are	reviewed	and	
approved appropriately 

•	 involve	the	appropriate	members	of	the	
financial	reporting	team	to	ensure	the	financial	
statement impact is appropriate
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Implications and risks if recommendation 
not implemented
If	management	does	not	oversee	significant	
or	unusual	journal	entries,	there	is	a	risk	that	
inappropriate	or	unsupported	journal	entries	could	
be processed.

Matters from prior-year audits
Information technology control policies and 
processes—satisfactory progress
Background
In our October 2009 Report (no.	29—page	262),	we	
recommended that Alberta Health Services:
•	 develop	an	information	technology	control	

framework,	including	appropriate	risk	
management processes and controls, for the 
management of its information technology 
resources

•	 monitor	compliance	with	security	policies,	
implement effective change management 
processes	and	improve	password	controls

An	IT	control	framework	is	a	set	of	activities	
designed to mitigate risks and to ensure business 
objectives	are	met.	It	is	the	sum	of	all	controls,	
processes and policies that enables management 
to	know	if	information	and	information	assets	are	
being properly used so that the organization is:
•	 likely	to	achieve	its	objectives
•	 resilient	enough	to	learn	and	adapt
•	 effectively	managing	risks

In July 2010, AHS launched an IT control 
framework	project	as	part	of	its	AHSecure	program.	
The	high-level	objectives	of	the	project	were	to	
create	a	control	objectives	framework	model,	
perform a detailed assessment of the level of 
IT	control	maturity	and	increase	awareness,	
understanding	and	knowledge	transfer	within	IT.	

Our audit findings

Overall, AHS has made satisfactory progress 
implementing	an	IT	control	framework.	They	
have made progress developing their IT control 
framework	and	are	completing	work	according	to	
their plan. The plan consists of three phases:
1.  IT controls maturity assessment (completed in 

2010)
2.		 draft	control	framework	tailored	to	AHS	

(approved October 25, 2011)
3.  assess implementation of the controls and 

continuous improvement (scheduled for 2012)

AHS continues to improve the IT control 
environment,	because	a	number	of	the	weaknesses	
we	identified	through	our	audit	are	in	legacy	
systems	that	AHS	is	currently	working	to	replace.	
The	control	environments	in	the	new	systems	are	
stronger	and	do	not	have	the	same	weaknesses	we	
found in prior audits. 

We	completed	a	review	of	the	general	computer	
controls	at	AHS	as	part	of	our	financial	statement	
audit.	Through	that	review	we	were	able	to	
evaluate the design and effectiveness of controls 
currently implemented at AHS and conclude on 
what	work	remains	for	AHS	to	fully	implement	the	
recommendation.	This	report	will	focus	on	four	key	
areas:
1.  access control
2.  security monitoring
3.  change management
4.  disaster recovery
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Access controls 
The consolidation of IT systems such as the 
provincial general ledger, procurement and human 
resources	systems	will	allow	AHS	to	centralize	
monitoring	of	controls	over	its	most	significant	
financial	systems.	To	consolidate	management	
of access controls for these systems, AHS is 
implementing an identity and access management 
system	(IAM),	with	a	target	completion	date	of	
March 2013. 

AHS’s	objectives	for	the	IAM	system	are:
•	 compliance	with	audit	and	security	

requirements for access control and 
management 

•	 IT	administration	efficiencies	from	automated	
user account administration and improved user 
account management mechanisms 

In	the	legacy	systems,	we	found	inconsistent	
processes for:
•	 documenting	requests	for	additions,	transfers	

and terminations of user accounts
•	 reviewing	access	in	critical	business	

applications
•	 configuring	appropriate	password	requirements

Security monitoring
AHS does not have documented processes for 
monitoring	firewalls,	system	access	attempts	or	
failures,	system	usage	or	wireless	access.	To	
improve security monitoring, AHS has initiated 
a	project	to	procure	and	implement	a	Security	
Incident	and	Event	Management	system	with	
sufficient	scalability	to	serve	the	needs	of	the	entire	
organization.	A	SIEM	system	will	collect	and	store	
security-related	information	from	network	devices,	
security	devices	and	systems.	The	system	will	
include	a	real-time	analysis	capability	to	identify	
and react to security events, and a mechanism for 
creating reports to facilitate compliance monitoring 
and investigation. AHS plans to be operational by 
December 2012. 

Change management
AHS has formal change management procedures 
to oversee and manage its system changes at 
its various locations. The change management 
procedures require:
•	 authorization	from	the	change	advisory	board	

for system, application and infrastructure 
changes

•	 controls	to	ensure	business	and	IT	
management test changes before 
implementation in production 

•	 approval	from	business	area	and	IT	
management before implementation 

•	 restricted	access	to	implement	changes	

Implementation	of	these	procedures	was	
inconsistently documented across AHS for a 
number of the legacy systems that AHS plans to 
replace	with	the	consolidated	systems.	

Disaster recovery 
During	our	current	audit,	we	found	the	following:	
•	 Backups	are	performed;	however,	backup	and	

restoration procedures have not been formally 
documented for all business systems.

•	 Backups	are	not	periodically	tested	to	ensure	
the	integrity	of	the	data	and	that	financial	
systems can be recovered in the event of a 
disaster.

•	 Not	all	backup	tapes	are	stored	offsite.
•	 The	offsite	locations	for	storing	backup	media	

are not consistently assessed for security and 
environmental controls.

To fully implement this recommendation, AHS must 
complete	the	following	projects:
•	 IT	control	framework	
•	 identity	and	access	management
•	 security	and	incident	management	

Financial Statements and Performance Measures Auditing
Health

Report of the Auditor General of Alberta
October 2012

126



Report of the Auditor General of Alberta
October 2012

127

Implications and risks if recommendation 
not implemented
Inadequate and ineffective IT control processes 
and activities can lead to:
•	 confidential	data	being	lost,	improperly	

accessed, misused or disclosed
•	 implementation	of	systems	or	applications	that	

do	not	work	as	expected	or	do	not	provide	the	
expected	benefits

•	 errors	in	the	financial	information	not	being	
detected and corrected

Supplementary retirement plans—
implemented
Background
In our October 2009 Report (no.	28—page	260),	
we	recommended	that	Alberta	Health	Services	
review	existing	supplementary	retirement	plans	
and:
•	 understand	the	terms	and	conditions	for	each	

plan
•	 develop	clear	and	consistent	policies	and	

processes for administering them
•	 obtain	actuarial	valuations,	using	appropriate	

and consistent assumptions, for the plans
•	 understand	the	impact	of	funding	options
•	 ensure	sufficient	funds	are	available	to	meet	

plan obligations

We	made	this	recommendation	when	AHS	became	
responsible	for	the	defined	benefit	supplementary	
retirement plans that the former authorities had 
implemented.

Our audit findings
AHS has consolidated the oversight and 
administration	of	all	defined	benefit	Supplemental	
Executive	Retirement	Plans		and	applied	a	
consistent methodology to the actuarial valuation of 
the	SERPs.	As	of	March	31,	2012	the	fair	value	of	
plan assets are greater than the obligations.

During 2012, the AHS Board approved 
amendments	to	the	defined	benefit	SERPs	which	
will	freeze	SERP	service	and	earnings	projections	
for	all	active	plan	members	over	a	three-year	
period.	Once	individual	plan	members’	SERP	
service accruals are frozen, these plan members 
will	be	enrolled	and	accrue	benefits	in	the	new	
defined	contribution	supplemental	pension	plan.		
This	plan	provides	participants	with	an	account	
balance at retirement based on the contributions 
made to the plan and investment income earned on 
the contributions. 

Deferred contributions and deferred capital 
contributions—satisfactory progress
Background
In our October 2010 Report	(no.	22—page	168),	
we	recommended	that	Alberta	Health	Services	
implement	consistent	and	efficient	accounting	
processes for externally restricted contributions, 
to	assure	the	Board	that	it	is	complying	with	the	
restrictions attached to those contributions. We 
previously made this recommendation because 
we	found	that	AHS	had	made	material	errors	in	
accounting for deferred contributions and deferred 
capital contributions. We also found AHS did not 
ensure	unspent	funds	assigned	to	one	project	are	
applied	to	eligible	expenses	in	another	project.

Criteria: the standards for our audit
There should be consistent practices and 
processes of administering and accounting 
that ensure the balances reported for deferred 
contributions and deferred capital contributions are 
accurate. 
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Our audit findings

AHS	has	made	the	following	improvements	in	the	
tracking and recording of restricted contributions:
 • changed the tracking, recording and reporting 

of the restricted contributions so that reports 
are generated from central computer systems 
instead of from spreadsheets 

 • implemented	a	process	to	review	and	resolve	
debit balances that appeared to be over 
expenditures in deferred contributions and 
deferred capital contributions 

 • implemented a process to identify and track 
expiring contributions for deferred contributions

For this recommendation to be fully implemented, 
AHS needs to:
•	 perform	a	regular	review	of	the	deferred	capital	

contributions	so	there	is	timely	identification	
of errors in the deferred capital contribution 
account 
-		AHS	had	an	agreement	where	Alberta	
Infrastructure	would	reimburse	AHS	for	
furniture and equipment purchased in 2012 
but	did	not	identify	until	after	year-end	that	
there	was	$33	million	of	expenditures	that	
they	were	entitled	to	reimbursement	for.

-		We	found	two	errors,	amounting	to	$12	
million,	where	deferred	capital	contributions	
should not have been recorded and a 
$9	million	error	where	deferred	capital	
contributions should not have been recorded 
as reduced. We also found another error 
amounting	to	$4	million	where	unspent	funds	
were	not	applied	against	eligible	project	
expenditures.

•	 develop	a	more	timely	process	to	seek	
approvals	for	extending	expiring	grants	with	
funders—We	found	two	cases	where	AHS	
continues to spend funds out of grants that 
have expired but has not yet received approval 
that	the	grants	will	be	extended.	

•	 confirm	with	Alberta	Health	whether	the	prior	
year grants from the former health regions have 
been	spent	and	reported	on—We	identified	
$20 million of deferred capital contributions that 
AHS should further investigate to determine 
whether	it	has	already	reported	the	contribution	
to Alberta Health as being spent. 

Implications and risks if recommendation 
not implemented
If	AHS	does	not	implement	regular	review	
processes, deferred contributions or deferred 
capital contributions could be misstated.
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