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Related Reports: Appointed under Alberta’s Auditor General Act,

the Auditor General is the legislated auditor of

every provincial ministry, department, public

e Post-secondary Institutions Report Card (February 2018) post-secondary institution, and most provincial
agencies, boards, commissions, and regulated funds.

o The audits conducted by the Office of the Auditor
e Post-secondary Institutions Report Card (February 2016) General report on how government is managing

e Post-secondary Institutions Report Card (August 2019)

e Post-secondary Institutions Report Card (May 2017)

its responsibilities and the province’s resources.
Through our audit reports, we provide independent
assurance to the 87 Members of the Legislative
Assembly of Alberta, and the people of Alberta, that
public money is spent properly and provides value.

6
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Report Highlights

We issued unqualified audit opinions on the 2019 financial
statements of 20 post-secondary institutions s

Recommendations

New
recommendations
in 2019 ps

Institutions
received a similar
recommendation
to improve processes
to monitor & test
their internal controls
and processes p.6

Outstanding
recommendations
at 10 institutions pe

Why this is important to Albertans

v

Outstanding
recommendations
implemented by:

e Alberta University
of the Arts

e Athabasca University

e Northern Lakes
College

e Olds College

p.6

18 of 20

institutions audited have
effective processes to
promptly prepare accurate
financial statements

for their stakeholders

& decision-makers p.3, p4, p.5

Keyano College

e We noted improvement in
the accuracy of the financial

statements p.6

e Underlying processes
to sustain the prompt
preparation of accurate
financial reporting
still requires further

improvement p.6

Strong, sustainable processes improve management’s decision-making
ability & provide opportunities to use results analysis to communicate
to Albertans the institution’s performance & accountability for results
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About This Report

This report compiles the status of
recommendations from our 2019 financial
statement audits of post-secondary
institutions. It also includes a report card
on each institution’s internal controls

over financial reporting with comparative
assessments from our 2018 and 2017
audits.

To govern effectively, boards need accurate and timely
financial information throughout the year, not just at
year-end. To manage effectively, management needs the
same information. We see a direct correlation between a
strong year-end process to prepare financial statements
and the ability to prepare quality financial information
throughout the year. Strong, sustainable processes
improve management’s decision-making ability

and provide opportunities to use results analysis to
communicate to Albertans the institution’s performance
and accountability for results. The Minister of Advanced
Education, through the department, must ensure the
boards of governors of post-secondary institutions hold
management accountable for sustaining strong internal-
control environments and improving identified control
weaknesses in a reasonable period of time.

Consistent with our prior report cards, we evaluated the
following key indicators of effective financial processes
and internal controls for each institution:

e the quality of draft financial statements prepared for
the board, as evidenced by the number of differences
from public sector accounting standards our audit
found

e the time it took management to prepare complete
and accurate year-end financial statements

e the number, age, and nature of current and
outstanding recommendations

A post-secondary institution could have a yellow or red
status yet still receive an unqualified audit opinion on its
financial statements, as management can correct errors
and financial statement disclosure deficiencies during
the audit process. The number of errors and disclosure
deficiencies we find in the draft financial statements
indicates how effective financial controls are for
preparing accurate financial statements. We occasionally
make observations to management at the end of our
financial statement audits. The observations usually
relate to less-significant control weaknesses that do not
require immediate remediation like recommendations
do. We would consider noting a caution in the report
card, typically over financial statement accuracy, if

we make more than two observations to a particular
institution.

Numerous observations would be a strong indication
that the institution’s overall financial processes and
internal controls may not be sustainable.

Our conclusion on the status of outstanding
recommendations considers not just the number,

but also the age and nature of the outstanding
recommendations. See “Post-secondary Institutions:
Summary of Recommendations” on page 12. Two of the
12 outstanding recommendations to institutions are
older than three years.

Effective control environments include clear policies,
well-designed processes and controls to implement
and monitor compliance with policies, and secure
information systems. Such control environments help
provide timely, accurate financial and non-financial
information to manage and govern the institution.

Recommendations not implemented promptly erode the
effectiveness of the institution’s control environment.
Weak control environments impact the quality of
management and the board of governors’ decision-
making and can result in an institution not achieving

its goals by operating in a cost-effective manner and
managing operating risks.
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The Report Card

¢ Significant improvement is required.
Improvement is required, but this item does not require immediate attention.

We have not identified significant weaknesses in the institution’s control environment.

Preparation of
Financial Statements

Outstanding
Recommendations

Institution Accuracy Timeliness

Alberta University of the Arts
2019

2018
2017

Athabasca University
2019

2018

2017 L 2

Bow Valley College
2019

2018
2017

Grande Prairie Regional College
2019

2018

2017
Keyano College
2019

2018
2017

Lakeland College
2019

2018

2017
Lethbridge College
2019

2018
2017

L 2R 4
L 2R 2R 4
L 2R 2R 4
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Preparation of
Financial Statements

Outstanding
Recommendations

Institution Accuracy Timeliness

MacEwan University
2019

2018

2017
Medicine Hat College
2019

2018

2017
Mount Royal University
2019

2018

2017
NorQuest College
2019

2018

2017
Northern Alberta Institute of Technology (NAIT)
2019

2018

2017
Northern Lakes College
2019

2018

2017
Olds College
2019

2018

2017
Portage College
2019

2018
2017
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Preparation of
Financial Statements

Outstanding
Recommendations

Institution Accuracy Timeliness

Red Deer College
2019

2018
2017

Southern Alberta Institute of Technology (SAIT)
2019

2018
2017

University of Alberta
2019

2018
2017

University of Calgary
2019

2018
2017

University of Lethbridge
2019

2018
2017

5 Report of the Auditor General—December 2019



In concluding on our report card, we noted the following:

Preparation of Financial Statements

We issued unqualified audit opinions on the 2019
financial statements of 20 post-secondary institutions.

The majority of Alberta’s post-secondary institutions
we audit are able to prepare accurate financial reporting
promptly after year-end. Strong financial reporting
processes and internal controls result in timely
information that users of the financial statements

can rely on. Institutions can also better report results
analysis of their performance.

Keyano College has shown improvement as
management was able to prepare accurate financial
statements much earlier than the past few years.

We agree with management’s assessment that while
accurate financial statements were prepared this year,
the underlying processes to sustain prompt preparation
of accurate financial reporting still requires further
improvement. College management and the board
have demonstrated a focused, firm commitment to
building sustainable effective annual financial reporting
processes.

Olds College has designed processes to prepare
accurate financial statements promptly after year-end.
However, we made observations to management on
where supporting evidence for certain accounting and
disclosure areas should be improved. Not doing so
would increase the risk the college would not sustain
preparing accurate financial reporting in the future.

In 2018 and 2017 we observed opportunities for
process improvement at the University of Lethbridge.
As the result of changes made by management as
overseen by the board of governors, we conclude the
university has adequate financial reporting processes
which appear sustainable into the future.

Outstanding Recommendations

We issued a new recommendation to Grande Prairie
Regional College to improve internal controls

over its information technology environment, and
recommendations to Alberta University of the
Arts, Keyano College, Lakeland College, Medicine
Hat College, Olds College, and Portage College to
implement processes for testing and monitoring the
effectiveness of their internal controls. Institutions
should regularly monitor and test their financial
reporting processes and internal controls annually to
ensure they are operating as expected and sustain
their ability to prepare accurate financial statements
promptly after year-end.

The following institutions implemented
recommendations during the year:

e Alberta University of the Arts—Consistently
Enforce Purchasing Procedures

e Athabasca University—Improve Procedures to
Monitor and Report Access and Security Violations

e Northern Lakes College—Promptly Remove
System User Access of Terminated Employees

e Olds College—Improve Access Controls to
Information Systems

MacEwan University and the University of Calgary
continue to work on the implementation of process
improvements related to their prior-year outstanding
recommendations. We are currently planning our
followup audit work on our prior recommendation to
SAIT.

Ten institutions have outstanding recommendations. Of
the 12 outstanding recommendations, we reported two
in October 2016 or earlier.

For the first time since issuing our annual report card on
post-secondary institutions, Athabasca University has
no outstanding recommendations.
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Audit Findings

Alberta University of the
Arts, Keyano College,
Lakeland College, Medicine
Hat College, Portage College,
Olds College

Implement Processes for Testing and
Monitoring the Effectiveness of Internal
Controls

Context

An effective and efficient internal control program

that mitigates key financial and operational risks is an
essential part of any organization. In an environment
where financial and operational risks are continually
changing and emerging, a structured program for
internal controls can assist an organization in identifying,
assessing and responding where appropriate to the
changing environment. Effective internal controls
ensure reliable financial reporting; effective and efficient
operations; and compliance with legislation and internal
policies.

Strong internal controls is an organization’s first of

three lines of defense in mitigating financial risks. A
controls compliance oversight function established by
management is a second line of defense, followed, if
needed, by independent assurance from an internal audit
function. Management and the board of governors need
to evaluate its risks and the lines of defense needed.

An effective and efficient internal controls program
must include clear roles and responsibilities; integrated
processes to assess financial risk; implementing controls
and processes to mitigate these risks, and periodically
monitoring and reporting on the effectiveness of the
controls. Management is responsible for designing,

implementing, and monitoring its internal controls with
oversight from the board of governors. Board members
need sufficient information from management on the
internal control program so they can ask appropriate
oversight questions and signal where change to preferred
behaviour may be required.

Criteria

A post-secondary institution should have processes to:

e identify and assess key financial risks

e adequately design and implement internal controls
to mitigate these risks

e monitor and test the adequacy and operating
effectiveness of the internal controls

Our audit findings

Post-secondary institutions implement and rely on
internal controls to ensure its key risks are mitigated
effectively. We found six institutions' have implemented
a set of standards, processes, and structures that provide
the basis for internal controls in the institution. However,
the institutions do not regularly monitor or periodically
re-examine the adequacy and effectiveness of internal
controls to ensure they are operating as intended.

T Alberta University of the Arts, Keyano College, Lakeland College, Medicine Hat College, Portage College, and Olds College.
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We found the institutions’ internal control processes

do not have clear roles and responsibilities related

to monitoring and testing the effectiveness of the
internal controls. We were unable to find evidence that
management was able to demonstrate that the controls
it was relying on were operating effectively. We found
deficiencies should have been identified in areas, such
as environmental liabilities, tangible capital assets,

and revenue recognition, if an effective internal control
program were present.

We also found that institution management does not
regularly report the effectiveness of its internal controls
to the audit committee of the board of governors.
Regular reporting will enable the board to provide
oversight and advice to management on needed
improvements. An effective internal controls program
would enable management to identify key financial

and operational risks in its business process that it has
not mitigated and assess if controls are operating as
intended.

RECOMMENDATION:

Implement processes for testing and monitoring the
effectiveness of internal controls

We recommend that Alberta University of the Arts,
Keyano College, Lakeland College, Medicine Hat College,
Portage College, and Olds College test and monitor the
effectiveness of its internal controls to ensure key risks
are mitigated.

Consequences of not taking action

Without effective internal controls, institutions
increase exposure to financial errors, financial loss, and
reputational damage. The Board of Governors may not
get the information from management it requires to
exercise proper oversight.

2 Report of the Auditor General of Alberta—February 2018, p. 33.

Alberta University
of the Arts

Consistently Enforce Purchasing Procedures

IMPLEMENTED

Context

In 2018, we recommended that the Alberta University
of the Arts enforce consistent compliance with its
purchasing procedures.? For any purchase contract
greater than $75,000, the university is required to
secure competitive price quotations by tender invitation.
The university’s procedures allow for sole-sourcing of
goods and services but have additional requirements for
documentation of qualifications.

We found the university was not consistently applying its
tendering policies to obtain proper approvals or business
cases on all sole-sourced contracts.

Our audit findings

During the year, management reviewed its tendering
policy and procedures with purchasing staff to re-
emphasize the requirements for sole-sourced contracts.

We tested a sample of purchasing contracts from fiscal
2019 greater than $75,000 and found all have proper
approvals. We also found properly supported and
approved business reasons for sole-sourced contracts.

Report of the Auditor General—December 2019 8



Athabasca University

Improve Procedures to Monitor and Report
Access and Security Violations

IMPLEMENTED

Context

In 2013, we recommended that Athabasca University
formalize its access and security monitoring procedures
to:

e detect and assess security threats to critical
information systems

e report access and security violations to senior
management

e identify and resolve the root causes of security
threats and violations?

We repeated our recommendation in 2016, as
management’s periodic reviews of access and security
violations were incomplete.*

Our followup audit findings

The university implemented a security-violations review
process for its integrated enterprise resource planning
(ERP) system, which the university identified as its only
critical information system.

We examined the university’s process, including
mechanisms to identify, monitor, and action security
violations. We tested a sample of weekly security-
violations reports and the associated manual review and
disposition of items on the reports. We also examined
the configuration of the system that generated the
report. We found no differences and that:

e the university has established a weekly process to
identify, follow-up, and resolve security violations

e the reporting tool used to generate a weekly report
that flags security threats is properly configured

e T staff review the weekly security violations report
diligently and document their conclusions and
remedial actions

e adocumented escalation procedure is in place to
ensure significant issues are reported to senior
management if they occur

3 Report of the Auditor General of Alberta—October 2013, no. 8, p. 95.
4 Report of the Auditor General of Alberta—October 2016, no. 10, p. 67.

Grande Prairie Regional
College

Internal Control Over Information Technology
Environment

Context

Grande Prairie Regional College relies on its Information
Technology (IT) environment to provide complete,
accurate, and valid information for its daily business
operations. The college maintains a set of policies and
procedures to ensure that it maintains effective control
over its IT environment.

Effective control over the IT environment is key to
maintaining data integrity and security to ensure that
users cannot make unauthorized changes to systems,
applications, or the data within them. It also ensures that
IT systems can effectively resist and recover from errors
and failures.

Criteria

The college should have documented, effective policies
to protect its IT systems, applications, and data, and it
should ensure compliance with its IT policies.

Our audit findings

9 Report of the Auditor General—December 2019



We examined whether management maintained
approved IT policies and consistently enforced

those policies. The college has a well-designed IT
continuity policy; however, we found the college did

not consistently follow its policy. The college did not
prioritize how it would bring various applications and
systems online in the event of a disaster and did not test
its disaster recovery plan to ensure it could bring its IT
systems online within a reasonable time frame.

We also examined the college’s internal control over
maintenance of user access in its IT environment. The
college’s policy requires the IT department to disable

or remove user accounts immediately upon the user
termination or when they cease to have a legitimate
reason to access the college’s systems. In our testing,

we found multiple instances in which supervisors did not
notify the IT department promptly to ensure the timely
removal of the terminated employees’ access privileges.
Management examined the accounts and confirmed that
none had been accessed after the termination dates.

Additionally, we examined whether the college
implemented physical-access restrictions to ensure that
only authorized individuals could access the college’s
data centre and monitored data centre access. We found
numerous non-IT personnel and groups could access the
data centre. We also found the walls in the data centre
did not extend from the structural floor to the structural
ceiling, which creates physical-security exposure. The
college did not consistently monitor activities in its data
centre for suspicious access as required by its IT security

policy.

RECOMMENDATION:

Internal control over information technology
environment

We recommend that the Grande Prairie Regional College
consistently enforce its IT policies, which set out internal
controls to protect its IT systems, applications, and data.

Consequences of not taking action

Without fully enforcing its IT policies, the college is at
risk of unauthorized or fraudulent access, disclosure,
modification, or destruction of its information systems
and potential system failures that could negatively
impact its daily business operations.

> Report of the Auditor General of Alberta—February 2018, p. 37.

Northern Lakes College

Promptly Remove System User Access of
Terminated Employees

IMPLEMENTED

Context

In 2018 we found that the college was not consistently
removing system access to terminated employees in

a prompt manner in accordance with its policy.> We
recommended the college improve the consistent
application of its system-access removal procedures.

Our audit findings

During the year, the college replaced its manual user-
management processes with a new IT application to
manage user access to college computers and systems.
The new application automates the user-access control
management processes and supports the college’s IT
services to promptly flag and remove user access for
terminated employees.

We examined system-access records for a sample of
staff who ceased employment with the college during
fiscal 2019. We found processes applied removed system
access for all terminated employees consistently and in
accordance with college policy.

Report of the Auditor General—December 2019 10



Olds College

Improve Access Controls to Information
Systems

IMPLEMENTED

Context

In 2016 we recommended that Olds College strengthen
its information systems-access controls to ensure it®:

e promptly removes system-access privileges when
staff or contractors leave the college

e discontinues the practice of leaving accounts open
for email access after staff are terminated

We found the removal of terminated employees’ user
access was inconsistent and that user-access removal
practices were undocumented.

5 Report on Post-secondary Institutions—February 2016, P. 105.
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Our audit findings

During the year, the college developed documented
procedures to remove system-access privileges when
staff or contractors leave the college, and it also
discontinued the practice of leaving accounts open for
email access of terminated staff. We tested the new
process and controls and found them to operate as
designed.

While we have concluded that management has made
significant improvement to the process, the college still
has the opportunity to improve the process further.

We observed that while user access was removed
relatively shortly after termination in our sample, the
college’s documented process does not specify a timeline
for removal. Best practice would be to consistently
remove user access immediately.

The college could also enhance its quarterly user-access-
list review process by comparing the list of names of
current users to the names of terminated employees
during the quarter. This would provide a second control
check that the college has removed all user-access
privileges of terminated employees.



Post-secondary Institutions:
Summary of Recommendations

Outstanding
Recommendatlons
Recommendations | >3 Years1 < 3 Years | Total Implemented
1

Alberta University of the Arts 1 - - 0/1

Athabasca University - - - - 0/0 1
Bow Valley College - - - - 0/0 -
Grande Prairie Regional College 1 - - 1 0/1 -
Keyano College? 1 2 - 3 0/3 -
Lakeland College 1 - - 1 0/1 -
Lethbridge College - - - - 0/0 -
MacEwan University - - 1 1 0/1 -
Medicine Hat College 1 - - 1 0/1 -
Mount Royal University - - - - 0/0 -
NorQuest College - - - - 0/0 -
Northern Alberta Institute of

Technology B - - - 0/0 -
Northern Lakes College - - - - 0/0 1
Olds College 1 - - 1 0/1 1
Portage College 1 - - 1 0/1 -
Red Deer College - - - - 0/0 -
.?_::I:::Ir:gﬁllberta Institute of B _ 1 1 1/0 B
University of Alberta - - - - 0/0 -
University of Calgary - - 1 1 0/1 -
University of Lethbridge - - - - 0/0 -
Ready for Followup Audit® - - 1 1

Not Ready for Followup Audit 7 2 2 1

Total 7 2 3 12 4
Notes:

"Originally issued in the October 2016 and earlier reports
2Includes recommendation to improve financial reporting processes
3Based on management representations to November 30, 2019
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Outstanding Recommendations by Institution

Recommendation

Consequences of

Not Taking Action

ALBERTA UNIVERSITY OF THE ARTS Without effective internal December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: controls, the university
) increases its exposure to
Implement processes for testing and financial errors, financial loss,
monitoring the effectiveness of internal and reputational damage.
controls The Board of Governors may
We recommend that the Alberta University of not get the information from
the Arts test and monitor the effectiveness of its management it requires to
internal controls to ensure key risks are mitigated. = exercise proper oversight.
GRANDE PRAIRIE REGIONAL COLLEGE Without fully enforcing its December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: IT policies, the college is
) at risk of unauthorized or
Inte.rnal Control Over Information Technology fraudulent access, disclosure,
Environment modification or destruction of
We recommend that the Grande Prairie Regional | its information systems and
College consistently enforce its IT policies which potential system failures that
set out internal controls to protect its IT systems, | could negatively impact its
applications and data daily business operations.
KEYANO COLLEGE Without effective controls Repeated Not
REPORT ON POST-SECONDARY INSTITUTIONS: over its financial reporting November 2018, Ready
. . processes, management Financial
Improve financial reporting processes and the board will not have ~ Statement
We again recommend that Keyano College improve  reliable financial information  Audits, p. 19
its financial reporting by: on which to base their
o ) ) decisions. > Originally
e training staff on Canadian Public Sector reported
Accounting Standards February 2016,
e improving its monitoring and reviewing no. 13, p. 102
processes to ensure that financial information
is accurate
KEYANO COLLEGE Without a clear process Repeated Not
REPORT ON POST-SECONDARY INSTITUTIONS: to ensure it complies with November 2018, Ready
. . legislation, an institution Financial
Improve systems to ensure compliance with | ¢ significant financial, ST T
legislation operational, legal, and Audits, p. 20
We again recommend that Keyano College reputational risks.
implement systems to: > Originally
reported
e understand what legislation they must comply February 2013,
with no. 7, p. 60

e develop appropriate policies, procedures, and
controls to ensure compliance with legislation

e monitor and report non-compliance to senior
management and the audit committee
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Recommendation

Consequences of

Not Taking Action

KEYANO COLLEGE Without effective internal December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: controls, the college increases
) its exposure to financial
Impl.eme_:nt processes_for testlng and errors, financial loss, and
monitoring the effectiveness of internal reputational damage. The
controls Board of Governors may not
We recommend that the Keyano College test and | get the information from
monitor the effectiveness of its internal controls to | management it requires to
ensure key risks are mitigated. exercise proper oversight.
LAKELAND COLLEGE Without effective internal December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: controls, the college increases
) its exposure to financial
Impl.eme_:nt processes_for testlng and errors, financial loss, and
monitoring the effectiveness of internal reputational damage. The
controls Board of Governors may not
We recommend that the Lakeland College test and | get the information from
monitor the effectiveness of its internal controls to | management it requires to
ensure key risks are mitigated. exercise proper oversight.
MACEWAN UNIVERSITY Without sufficient, timely February 2018, Not
REPORT ON POST-SECONDARY INSTITUTIONS: information on the p- 36 Ready
. . university’s internal controls
Strengtl:nen controls supporting key financial | ;4 processes designed to
and business processes mitigate risks, the board of
We recommend that MacEwan University improve = governors and its committees
its processes for management to regularly cannot govern effectively.
communicate to the board of governors and
its committees the adequacy and operating
effectiveness of the university’s internal control
environment.
MEDICINE HAT COLLEGE Without effective internal December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: controls, the college increases
) its exposure to financial
Implf-:m(::nt processes.for testlng and errors, financial loss, and
monitoring the effectiveness of internal reputational damage. The
controls Board of Governors may not
We recommend that the Medicine Hat College get the information from
test and monitor the effectiveness of its internal management it requires to
controls to ensure key risks are mitigated. exercise proper oversight.
OLDS COLLEGE Without effective internal December 2019 New

REPORT ON POST-SECONDARY INSTITUTIONS:

Implement processes for testing and
monitoring the effectiveness of internal
controls

We recommend that the Old College test and
monitor the effectiveness of its internal controls to
ensure key risks are mitigated.

controls, the college increases
its exposure to financial
errors, financial loss, and
reputational damage. The
Board of Governors may not
get the information from
management it requires to
exercise proper oversight.
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Recommendation

Consequences of

Not Taking Action

PORTAGE COLLEGE Without effective internal December 2019 New
REPORT ON POST-SECONDARY INSTITUTIONS: controls, the college increases
) its exposure to financial
Impl.eme_:nt processes_for testlng and errors, financial loss, and
monitoring the effectiveness of internal reputational damage. The
controls Board of Governors may not
We recommend that the Portage College testand | get the information from
monitor the effectiveness of its internal controls to | management it requires to
ensure key risks are mitigated. exercise proper oversight.
SOUTHERN ALBERTA INSTITUTE OF Unless management August 2019,
TECHNOLOGY promptly removes terminated p. 6
REPORT ON POST-SECONDARY INSTITUTIONS: employees’ system
. . access, the institute risks
User-access controls for information unauthorized access to its
technology systems systems.
We recommend that the Southern Alberta
Institute of Technology improve its network access
controls for terminated employees.
UNIVERSITY OF CALGARY An inadequate or ineffective November 2018, Not
REPORT ON POST-SECONDARY INSTITUTIONS: internal controls program Financial Ready
. increases the university’s Statement Auditing
Improve internal controls program to exposure to financial p. 17

mitigate key financial risks

We recommend that the University of Calgary
improve the design and effectiveness of its internal
controls program to mitigate key financial risks.

errors, financial loss, and
reputational damage.
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