
Service Alberta 
SUMMARY 
Service Alberta—IT Disaster Recovery Program—see page 41 

The department implemented our recommendations related to registry agencies compliance, 
payroll review processes and IT resumption—see below 

FINDINGS AND RECOMMENDATIONS 
DEPARTMENT 

Matters from prior-year audits 

Ranking of non-compliances at registry agencies—implemented 

Our audit findings 
In 2012 we recommended that the Department of Service Alberta rank the significance of 
findings it identified at registry agencies and document its follow-up process.1 Service Alberta 
implemented our recommendation by standardizing the registry agent audit process. The 
standardized process includes separating findings from observations, as well as follow up and 
questionnaire templates—which define acceptable audit evidence. All registry agent findings are 
reassessed at the next compliance audit. Going forward, we expect the department to maintain 
the new process as changes occur and manage the risk of non-compliance with government 
policies and legislation. 

Payroll review process—implemented 

Our audit findings 
The department implemented our recommendation2 to improve its process to provide timely 
supporting documentation on payroll information that it maintains for itself and its clients. Based 
on our enquiry of various users of this payroll information we found that the department is 
preparing, and making available, payroll information in a more timely manner. 

Information technology resumption plan—implemented 

Background 
In 20093 we recommended that the Department of Service Alberta complete and test 
an information technology resumption plan.  

IT is a vital component in the delivery of programs and services to Albertans. Information 
technology resumption planning, often referred to as disaster recovery planning or 
preparedness, involves proactively preparing for major service disruptions to needed IT. Proper 
disaster recovery planning ensures that critical business IT infrastructure and applications are up 
and running after a disaster within targeted recovery times, thereby minimizing disruptions in 
business activities and services. 

1 Report of the Auditor General of Alberta—October 2012, page 133. 
2 Report of the Auditor General of Alberta—October 2009, page 312. 
3 Report of the Auditor General of Alberta—October 2009, no. 35, page 311. 
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Service Alberta provides over 30 enterprise services used by Albertans and other ministries. It 
also provides IT core infrastructure as a service to several ministries and their agencies for them 
to host and run their own systems and applications that help provide programs and services to 
Albertans.  

Our audit findings 
We obtained and reviewed Service Alberta’s latest pre- and post-disaster recovery plans and 
test results from March 2013 and 2014. The test results and ongoing updates and improvement 
of those plans supports the likelihood that Service Alberta can restore the systems and services 
they provide to other ministries. 

We obtained and reviewed the contract between IBM Global and Service Alberta to provide 
disaster recovery services and regularly test them at IBM’s Shaw Court data centre. We found 
that the disaster recovery plans for the services provided by IBM were reasonable. We also 
confirmed IBM annually tests the disaster recovery plans for the services they provide to Service 
Alberta. 

This implemented recommendation pertains to the department’s technical ability to recover its 
systems. Our new recommendation to Service Alberta (see page 45) relates to the government-
wide identification of critical IT applications, the identification of necessary recovery times, and 
that adequate resources exist to recover within those stated recovery times. 

OUTSTANDING RECOMMENDATIONS 
DEPARTMENT 

The following recommendations are outstanding and not yet ready for follow-up audits: 
Access and security monitoring of the revenue application systems—October 2008, p. 346 
We recommend that the Department of Service Alberta ensure adequate logging and monitoring 
processes are in place in all application systems that host or support financial information and 
Albertans’ personal information. 

System conversion process—October 2008, p. 349 
We recommend that the Department of Service Alberta document its review of actual system-
conversion activities to ensure that they comply with the approved test plan for system 
conversion and data migration. 
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