Service Alberta—systems to Manage a
Comprehensive Inventory of [T Applications

INTRODUCTION

The Government of Alberta depends on information to deliver programs and services, and to monitor,
evaluate and report on their effectiveness. The government is a $50 billion organization that spends an
estimated 2.5 per cent of its budget (over $1 billion) annually on information management and
technology.' Effective management of its information assets is therefore critical to the government
achieving its desired results.

Managing information? means knowing what information is required by whom and for what
organizational purpose, and then putting in place the necessary information technology infrastructure to
ensure that information is available to the right people at the right time. IT infrastructure includes
computer hardware, security control and devices and IT applications.?

Across government there are over one thousand IT applications* used in departments. However, there is
no definitive list or inventory of them. Having a comprehensive inventory of IT applications is crucial to
knowing where government’s investments in IT have occurred and where further investment is needed
to maintain and eventually replace aging IT applications. Also, knowing what applications are in use
elsewhere across the government’s vast IT infrastructure can help to avoid wasteful investments
implementing duplicate IT applications.

The new government-wide approach to managing IT infrastructure®

Service Alberta’s 2016-2017 five-year information management and information technology (IMIT)
strategic plan includes a strategy to implement a single unified, integrated and centrally governed
approach to managing the IT infrastructure across government. The purpose of the strategy is to
transform how information technology is governed, funded, managed and thought of strategically.
Service Alberta is already working on initiatives with other departments to centralize operations for data
centres, network services and disaster recovery services, with the aim of reducing duplication and
wastefulness in the current IT infrastructure.

The new one-government IMIT strategy was developed in collaboration with other department

IT leaders (ClOs)® through the CIO Council and Executive Council’s Information Management and
Technology Integration Committee, made up of a subset of deputy ministers. The strategy was
published on Service Alberta’s website (dated October 3, 2016). However, the department informed us

T Service Alberta’s 5-year Information Management & Technology strategic plan 2016/17-2020/21, Introduction.
http://servicealberta.ca.

2 Managing information as an asset means bringing together people, processes and technology to effectively manage an
organization’s information. http://www.firstsanfrancisopartners.com/enterprise-information-management.

8 AnIT application (for the purpose of this audit) is software, supported by a department or IT services function that is used to
automate the processing of information for the benefit of the user. This excludes end-user computing systems such as
spreadsheets.

4 Transcripts from the Standing Committee on Public Accounts—Service Alberta, May 24, 2016. http://www.assembly.ab.ca.

5 Service Alberta’s 5-year Information Management & Technology strategic plan 2016/17-2020/21, Government-wide Approach
to Managing Information Technology. http://servicealberta.ca.

6 A chief information officer is a senior management position responsible for the information technology and computer systems
that support a department’s goals and business plans.
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that the strategy had not yet been officially approved by the government (Executive Council), and it said
an implementation plan is required for the approval and is currently under development.

Previous IT infrastructure audits

Between 2008 and 2014 we carried out three audits related to the government’s IT infrastructure, all
identifying areas where improvements were needed. We recommended that:

e Executive Council and Service Alberta improve security management control processes

e Service Alberta improve IT control standards

o Service Alberta improve the recovery of critical information technology applications

An underlying theme in all three audits was that Service Alberta did not have complete knowledge of the
government’s IT infrastructure (no government entity had complete knowledge, in fact). The current audit
focuses on another important aspect of the IT infrastructure: the IT applications.

We have directed our audit inquires to Service Alberta because it had already started a project to build
the applications inventory on behalf of the government. However, the department informed us that it
does not have the official authority or mandate from the government (Executive Council) to complete the
applications inventory on behalf of the government or to direct other departments to participate in the
project. The deputy minister confirmed that the department will continue collaborating with other
departments for this project through the CIO Council.

AUDIT OBJECTIVE AND SCOPE

The objective of our audit was to determine if Service Alberta has effective processes and systems to
establish and maintain an inventory of IT applications used across government departments.

We conducted our field work from November 1, 2015 to September 15, 2016. We substantially
completed the audit on October 31, 2016.

WHY THIS IS IMPORTANT TO ALBERTANS

IT applications do not just provide back office or administrative support; they enable delivery, evaluation
and improvement of government programs and services. A comprehensive IT application inventory will
help government manage its investment in IT applications more effectively. It will prevent the waste that
can occur when duplicate IT applications are implemented and maintained, and ensure that aging
applications have an appropriate replacement strategy defined in a timely and efficient manner.

WHAT WE EXAMINED

We examined Service Alberta’s IT application database tool and the department’s efforts to establish a
comprehensive inventory system as part of its IT application model project. We met with other
department IT heads to understand their understanding of this initiative and their involvement.

Our audit inquiries were restricted to IT application inventory processes that occur within the
government’s corporate network of departments and did not include IT services in the ministries’
agencies, boards and commissions.
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CONCLUSION

Because of the significance of the key findings described below, we conclude that Service Alberta does
not have effective processes and systems to establish and maintain a comprehensive inventory of
IT applications used across the government’s IT infrastructure.

FINDINGS AND RECOMMENDATIONS
CONTEXT

Building an effective IT application inventory system is a process of collecting important information on
applications used across an organization. The aim is to create a controlled catalogue “book of record” to
be used as a reliable source of what information technology is used where.

It is difficult to take an inventory manually for an organization that has multiple IT infrastructures spread
across multiple departments across the province. A rigorous system and supporting processes are
needed to ensure effective communication and coordination and to avoid mistakes and omissions.
Ongoing processes are needed to keep inventory information up to date.

Effective IT application inventory systems are essential for an organization to know the true cost of its
IT investment, to strengthen its ability to manage technology performance, and to ensure it has the
capability to mitigate potential IT security risks.

CRITERIA: THE STANDARDS OF PERFORMANCE AND CONTROL

Service Alberta should:

e have effective processes to develop and maintain an inventory of IT applications used across
government departments

e apply project management rigour for implementing the inventory system and maintenance
procedures, to ensure it achieves desired results

We developed our criteria using PMI” and ISACA’s COBIT 58 standards, controls and guidelines for
successful IT risk management practices related to establishing and maintaining an IT application
inventory system.

OUR AUDIT FINDINGS

KEY FINDING(S)

e Service Alberta does not have a comprehensive inventory of IT applications used across
government—only a partial list exists.

e Duplicate IT applications exist because of the lack of awareness of opportunities to leverage
existing applications throughout the government.

e Service Alberta’s project to create an IT application inventory does not use a formal project
management approach —at the start of the audit there is no formal project charter or defined plan.

The Project Management Institute is an industry leader and expert in effective information technology project management
controls, governance and oversight systems.

ISACA is the industry leader in IT control processes to support information technology risk management practices and
oversight systems. COBIT 5 is an industry standard on IT controls. We used control objective BAIO9 (Manage Assets) as the
basis for our criteria. www.isaca.org.
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The government’s IT application inventory is not complete

The department’s Service Modernization Division uses a database to keep track of applications® used
across government departments, but the database contains errors and omissions. Application names
were missing or wrong, and in some cases important details about an application were missing, such as
its description and purpose, the operating system it runs on, the programming language it uses and its
location in the corporate or department networks.

Further, not all departments have complete records either. There is no formal process for departments to
keep track of their applications, nor is there a process to provide updates to Service Alberta for entry
into the IT application database.

Our discussions with four other departments™ confirmed that record keeping for IT applications is an

ad hoc activity, and the information that departments previously provided to Service Alberta in 2014 may
not be complete or may contain errors that require manual updates. We found inconsistencies between
the information provided by the departments and what was actually recorded in the inventory database.

Service Alberta does not verify the inventory information provided by the departments.

Duplicate IT applications

We found instances where duplicate applications have been implemented across multiple departments.
In some cases the same software product was purchased and installed. For example, there are nine
grant management applications' and 19 business intelligence reporting'? applications listed in the

IT applications inventory database that have been implemented in multiple departments. Decisions to
implement multiple versions of these applications may have been appropriate. However, without a
comprehensive inventory of already in-use applications, opportunities to leverage existing applications
may have been missed, with potential cost implications.

Duplicate IT applications are wasteful to taxpayers. Government has incurred extra cost to purchase and
maintain multiple and similar software licenses, and to provide support and maintenance resources for
multiple versions of similar IT applications.

We did not quantify the actual costs wasted, because this information was not readily available: the
current IT applications inventory is not complete and does not include costs.

New IT application model project is not formalized

In 2013, the Department of Treasury Board and Finance commissioned a results-based

budgeting (RBB)'® review that included risks associated with the oversight of IT service delivery and
related IT infrastructure across government. Recommendations from the RBB review identified the need
to establish a new corporate IT application model containing an updated IT investment management
process with central oversight of funding and prioritization of capital spending for IT.

® IT applications that are maintained by a department, excluding end-user computing applications such as spreadsheets.

0 Departments of Justice and Solicitor General, Infrastructure, Transportation, and Environment and Parks.

" The Grantium application (grant management administration software) is recorded in the inventory for the departments of
Advanced Education, Agriculture and Forestry, and Health. There may be others.

2 Business intelligence systems provide enhanced reporting on business data stored in IT application databases. Cognos
reporting software is recorded in the inventory for the business intelligence applications. There may be others.

8 Results-based budgeting is an initiative to improve the effectiveness and efficiency of government programs and services.
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The department determined that a comprehensive inventory of all IT applications used across
government was a foundational piece for the new application model and began building an inventory
system in 2014. In the fall of 2015 the department hired a director for this project. Shortly after that,
management established a cross-department working group of representatives from the CIO Council as
a key project kickoff activity. The working group had met twice as of September 2016.

At the time of our audit field work, between November 1, 2015 and September 15, 2016, there were no
project documents available for our review. In addition, there were no control process documents
available to demonstrate how application information is collected. Management provided us with a draft
project charter after our field work. However, the document included only a brief summary of initial
activities planned, and it did not contain details on project risks, benefits, costs and deliverables with
timelines.

Approximately two years have passed since Service Alberta started to build the IT application inventory
system, and it is still a work-in-progress. Although there have been efforts to move the project forward,
without formal project management rigour it is likely this project will fail and further delays to establish a
comprehensive IT application inventory system will occur.

RECOMMENDATION 3: ESTABLISH A COMPREHENSIVE INVENTORY SYSTEM FOR INFORMATION

TECHNOLOGY APPLICATIONS USED ACROSS GOVERNMENT

We recommend that Service Alberta complete its plans to implement a comprehensive inventory
system of all IT applications used across government, with supporting processes to maintain the
inventory. If required, Service Alberta should seek the necessary authority to complete the project.

CONSEQUENCES OF NOT TAKING ACTION

Information technology applications are an important part of the government’s IT infrastructure. Without
an inventory of what IT applications are used and where, the government cannot effectively manage its
IT investments. The risk that duplicate applications exist will continue, causing waste and missed
opportunities to leverage ideas and services already in existence.
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