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Report Highlights

Without appropriate 
risk management 
processes related to the 
use of cloud computing, Travel 
Alberta exposes itself to data loss, 
privacy breaches, and business 
interruption that threaten the 
organization’s ability to deliver 
effective and efficient services  
to Albertans p.7

Develop a risk management 
process for cloud computing p.7

Develop contract 
management processes for 
contracts with cloud service 
providers p.9

Recommendation 1

Recommendation 2

Our audit objective 
was to assess Travel 
Alberta’s processes to 

manage the risks of using 
cloud computing for its 
operations and financial 

reporting p.4

Travel Alberta began to use cloud 
computing in 2011. By 2016, 
the agency had transitioned 
most of its IT infrastructure and 
applications that support its key 
administrative and marketing 
functions to the cloud p.3

Established in 2009, 
the Travel Alberta 
Corporation (Travel 
Alberta) is a provincial 
agency that currently 
operates under the 
Ministry of Economic 
Development, Trade 
and Tourism with 
the mandate to grow 
Alberta’s tourism 
industry in support  
of the government’s  
goal of diversifying  
Alberta’s economy 

There are 
valuable 
lessons to  
be learned  
and shared 
from Travel Alberta’s 
experience that 
can better position 
other government 
organizations to 
maximize the benefits 
of cloud computing  
at the appropriate  
level of risk p.2

Cloud computing is the practice of using the Internet to process, manage and store data remotely. 
Information that has traditionally been stored on hard drives of personal computers is increasingly being 
stored on remote computers that are managed by third party cloud service providers p.3

We found
• Board oversight over cloud-

related risks was lacking and 
there were no processes 
at Travel Alberta to assess, 
respond, monitor, report 
and document the risks 
associated with its use of 
cloud computing p.5

• Travel Alberta did not identify 
and incorporate specific 
business requirements in 
the contracts with its cloud 
service providers p.5

• Travel Alberta did not have 
a process to measure and 
regularly monitor cloud 
service provider performance 
and compliance with the 
terms of the contractual 
agreements p.5
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Summary

Cloud computing is becoming a preferred 
option for delivering information 
technology (IT) services for government 
agencies and businesses of all sizes and 
jurisdictions. Organizations must manage 
the risks of this innovative way of using, 
sharing and storing data to ensure that 
sensitive information is protected and the 
benefits of cloud computing are maximized.

Our audit identified that Travel Alberta, the provincial 
tourism agency, is not managing the risks of cloud 
computing. Travel Alberta cannot assert it has minimized 
the risks of cloud computing to protect the data they 
generate and hold.

Travel Alberta is an early adopter of cloud computing 
technology. It moved most of its operations to the 
cloud in 2011, six years before any cloud computing 
guidance or policies were developed by the Government 
of Alberta. Nearly all of Travel Alberta’s corporate 
data resides in the cloud, including its corporate 
financial records, internal business documents and 
personal or proprietary information of its employees 
and business partners. We performed this audit 
because it is important government entities are 
managing the risks of using emerging technologies 
on the personal and corporate data they hold.

We found:

• Travel Alberta does not have an effective information 
technology risk management process to manage the 
risks related to its use of cloud computing.

• Board oversight of cloud computing risks is lacking.

• Travel Alberta does not classify its data to identify 
the level of sensitivity and implement appropriate 
controls to protect confidential information it has.

• Travel Alberta does not identify laws that apply to its 
information hosted outside of Canada and ensure 
it’s in compliance with those laws, as well as with 
provincial privacy requirements. 

• Travel Alberta needs to do a better job of monitoring 
contracts with its cloud service providers to ensure 
contract terms address identified risks and the 
provider’s performance is aligned with expected level 
of service quality.

More government organizations will be turning to 
cloud computing to use, store and share information, 
applications and workloads. There are valuable lessons to 
be learned and shared from Travel Alberta’s experience 
that can better position other government organizations 
to maximize the benefits of cloud computing at the 
appropriate level of risk.
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Albertans use cloud computing services 
every day by using Google photo (to store 
pictures), Gmail (email services), and 
social media such as Facebook. Cloud 
computing is the practice of using the 
Internet to process, manage and store data 
remotely. Information that has traditionally 
been stored on hard drives of personal 
computers is increasingly being stored on 
remote computers that are managed by 
third party cloud service providers.

Because cloud computing services are becoming 
prevalent in our society due to cost savings, scalability 
and ease of use benefits, many organizations may 
overlook the risks associated with using cloud services 
before signing up. If risks are not identified and managed 
at the start of cloud use and, over time, as cloud services 
evolve, it may be very expensive for organizations to 
recover all their data stored in the cloud if using cloud 
services becomes no longer viable. 

With cloud computing, data travels over the Internet and 
is housed, or stored, in the cloud, potentially exposing 
sensitive data to unauthorized access. Organizations 
need to understand and continuously manage the risks 
to protect their corporate data and the data they are 
retaining on behalf of customers and/or citizens in the 
cloud. Companies adopting cloud computing place heavy 
reliance on cloud service providers and the Internet for 
their business operations. Any disruption by the provider 
or the Internet may result in service interruptions to the 
company’s business operations. 

1 As at March 31, 2019, Travel Alberta operated under the responsibility of the Ministry of Culture and Tourism. Subsequently, due to the 
government reorganization Travel Alberta transitioned into the Ministry of Economic Development, Trade and Tourism.

Many organizations and governments use cloud 
service providers to store large volumes of information, 
including private information. The Government of 
Alberta plans to transition many of its computing 
systems (applications) to the cloud in the near future. 

Established in 2009, the Travel Alberta Corporation 
(Travel Alberta) is a provincial agency that currently 
operates under the Ministry of Economic Development, 
Trade and Tourism1 with the mandate to grow Alberta’s 
tourism industry in support of the government’s goal of 
diversifying Alberta’s economy. Travel Alberta began to 
use cloud computing in 2011. By 2016, the agency had 
transitioned most of its IT infrastructure and applications 
that support its key administrative and marketing 
functions to the cloud. 

Our audit examined how Travel Alberta is managing 
the risks related to its use of cloud computing. It also 
provided valuable lessons to be learned and shared with 
other government bodies with respect to their own cloud 
computing plans.

About this Audit
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Objective and Scope
Our audit objective was to assess Travel Alberta’s 
processes to manage the risks of using cloud computing 
for its operations and financial reporting. We examined 
processes related to risk management and cloud service 
provider contract management.

Our audit focused on the current state of Travel Alberta’s 
cloud control environment. We defined current state as 
April 1, 2018 to March 31, 2019. We selected this time 
period to test implementation and operation of the risk 
management processes as sufficient time had passed 
since 2016 when Travel Alberta transitioned its financial 
operations to the cloud. 

Criteria
We used the following criteria to assess whether our 
audit objective was met. Travel Alberta should:

1. Have a process to assess and respond to the risks 
associated with its use of cloud computing.

2. Incorporate specific business requirements in 
the contract with its cloud service providers; and 
monitor for compliance. 

The criteria we used in our audit are from COBIT2 
framework as well as the ISO 310003 standard. 
Management of Travel Alberta acknowledged the 
suitability of the audit criteria on June 3, 2019. 

2 COBIT5 – Control Objectives for Information and Related Technology, a framework created by internationally recognized association ISACA for 
the governance and management of enterprise information and technology.

3 ISO 31000 – universally recognized standard related to risk management processes. 

What We Examined
To conduct our audit we:

• interviewed Travel Alberta’s staff to understand 
the processes used to manage the risks of cloud 
computing, monitor cloud service provider 
contracts, and how decisions were made when cloud 
computing was implemented

• interviewed board members to understand and 
corroborate the extent of their involvement in 
the risk management and oversight related to the 
implementation of cloud computing

• examined meeting minutes of board committees, 
consultants’ reports, service auditor reports and 
other related documentation to corroborate and 
verify existence of risk management and cloud 
service provider contract monitoring processes

• tested a sample of contracts with Travel Alberta’s key 
cloud service providers to assess whether contract 
terms incorporated all necessary conditions to 
protect Travel Alberta

We performed our audit work between June and 
September of 2019. We completed our audit on  
October 7, 2019.
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Conclusion 
We conclude that Travel Alberta did not have adequate 
systems to manage the risks of using cloud computing 
for its operations and financial reporting for the fiscal 
year 2019.

Specifically we found:

• Board oversight over cloud-related risks was lacking 
and there were no processes at Travel Alberta to 
assess, respond, monitor, report and document the 
risks associated with its use of cloud computing.

• Travel Alberta did not identify and incorporate 
specific business requirements in the contracts 
with its cloud service providers. 

• Travel Alberta did not have a process to measure 
and regularly monitor cloud service provider 
performance and compliance with the terms 
of the contractual agreements.

Why This Conclusion 
Matters to Albertans
Cloud computing can offer service improvements at 
a more cost efficient level than previous IT systems. 
But the cloud is not risk-free. The opportunities 
of using this rapidly emerging technology also 
introduces unique risks to an organization. 
Processes to manage the risks of cloud computing 
are essential to protect Travel Alberta’s corporate 
data and the data retained on behalf of the 
customers and/or citizens in the cloud. Without 
effective cloud computing risk management 
processes and controls, Travel Alberta may not 
realize the full benefits of cloud computing and 
may increase exposure of its data. 

Summary of 
Recommendations

RECOMMENDATION: Develop a risk management 
process for cloud computing

We recommend that Travel Alberta develop an effective 
risk management process to manage the risks of using 
cloud computing.

RECOMMENDATION: Develop contract management 
processes for contracts with cloud service providers

We recommend that Travel Alberta develop effective 
contract management processes for contracts with its 
cloud service providers.
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Risk Management of Cloud 
Computing

Context
Governance and risk management are key interrelated 
practices every organization should use to achieve its 
business objectives. Effective management of business 
risk is essential to an organization’s success. Information 
technology risk is no exception. Yet IT risks are often 
deferred to technical specialists outside the organization 
despite their direct impact on the achievement of an 
organization’s strategic objectives. As a relatively new 
method of IT service delivery, cloud computing should be 
governed to ensure that benefits are realized within an 
acceptable level of risk.

In 2011, Travel Alberta was the first government 
organization of its size to embrace cloud computing. 
By 2016, Travel Alberta had moved most of its IT 
infrastructure and software applications to the cloud. 
Software applications transitioned include business 
development, content management and digital 
marketing that support the tourism promotion mandate. 
Other key applications include accounting, human 
resources management, and payroll that support internal 
corporate operations. Nearly all of Travel Alberta’s 
corporate data resides in the cloud, including its 
corporate financial records, internal business documents 
and personal or proprietary information of its employees 
and business partners. 

Such a critical dependency on cloud service providers 
requires a special focus on governance and risk 
management by Travel Alberta’s management and 
the board. 

Criteria
Travel Alberta should have a process to assess and 
respond to risks associated with its use of cloud 
computing. 

Our audit findings

Key Findings 

• We found no processes at Travel Alberta to assess, 
respond, monitor, report and document the risks 
associated with its use of cloud computing. 

• We found little evidence of board oversight  
of cloud-related risks.

Risks of cloud computing include security, privacy, 
service accessibility and a significant reliance on the 
integrity and trustworthiness of the cloud service 
provider. Given the critical dependency of Travel Alberta’s 
operations on its cloud service providers, we expected 
that Travel Alberta would proactively manage risks 
related to its cloud computing by:

• identifying cloud computing risks and implementing 
appropriate mitigating controls,

• documenting its assessment and actions in the IT 
risk register, and

• providing regular reporting to the board.

We found that Travel Alberta has not managed the risks 
related to its cloud computing. Travel Alberta did not 
have a complete inventory of cloud-related risks; and 
also had no treatment plan that documented cloud-
related risks, assessments, mitigating controls and their 
effectiveness. We also found that management did not 
provide regular reporting of cloud specific risks to the 
board. Management started to provide this reporting to 
the board subsequent to our audit period.

Detailed Findings and 
Recommendations
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Travel Alberta was unable to provide complete 
documentation of their IT risk management process. 
Having formal documentation of operational processes 
is important to any organization to clearly articulate 
what steps in the process must be applied and by whom. 
Documentation also keeps a record of decisions 
made previously.

Because we found that Travel Alberta does not 
currently have a formalized IT risk management 
process, we looked to see if the process existed 
previously. We found that in 2013, Travel Alberta hired 
a consultant to evaluate the organization’s IT risk 
management practices. In response to the consultant’s 
recommendations, Travel Alberta developed a plan 
to implement a formal IT risk management process. 
However, the plan was not fully implemented. We found 
no evidence that management provided, or that the 
board requested, regular reporting on the status of the 
implementation since.

We also found that in 2017, management implemented 
an Enterprise Risk Management framework (ERM) which 
includes identification of IT related risks. We examined 
quarterly reporting of enterprise risks to the board 
and found that cloud computing risks related to data 
residency, system availability and reliability of cloud 
service providers were not identified and reported as part 
of the enterprise risk management processes.

Since beginning our audit, Travel Alberta has developed 
a stand alone IT risk management framework and an 
IT risk register. Travel Alberta is also undergoing an 
initiative to integrate the new IT risk framework in its 
ERM and align it to the IT risk register.

The new era of digital disruption creates challenges for 
the board of governors to understand unique risks of 
emerging technologies. To provide effective oversight, 
boards need to ask the right questions to understand 
the risks and uncover potential issues. Management also 
needs to provide the board with the right information 
to keep the board current on risks related to emerging 
technologies. 

We examined board meeting agendas and packages. 
We found that the board had not requested nor 
received regular reporting on cloud computing risks 
and benefits achieved. Management could not provide 
documentation to support an evaluation of benefits, 
risks or decisions that were made when cloud computing 
was implemented. 

RECOMMENDATION: Develop a risk management 
process for cloud computing

We recommend that Travel Alberta develop an effective 
risk management process to manage the risks of using 
cloud computing.

Consequences of not taking action
Without effective risk management processes related to 
the use of cloud computing, Travel Alberta exposes itself 
to data loss, privacy breach and business interruption 
that threaten the organization’s ability to deliver effective 
and efficient services to Albertans.
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Monitoring of Cloud Service 
Providers

Context
Any organization can outsource its IT activities and 
services, but it cannot outsource the accountability 
for the effectiveness and efficiency of those services. 
The key risk related to cloud computing is that an 
organization’s data is stored and managed by a third 
party cloud service provider on servers that could be 
located anywhere in the world. To protect and control 
its data and ensure compliance with applicable privacy 
laws, organizations need to understand what data they 
have, how it is being used and by whom, and where 
it is stored. If the data is hosted outside of Canada, 
organizations will most likely be subject to the laws 
of that country or jurisdiction. It is also important for 
organizations to be able to get their data back from the 
cloud service provider in cases when the contractual 
arrangements do not work out. Completely recovering 
data from the cloud can be very expensive and time 
consuming if not properly predetermined with the cloud 
service provider.

To manage risks arising from the use of third-party cloud 
service provider, organizations need to make sure that 
contractual arrangements with the provider are well 
understood and monitored. The contract with a cloud 
service provider must incorporate specific business 
requirements identified by the organization through 
its risk assessment, IT strategic planning and business 
planning processes. Organizations need to ensure the 
contract with the cloud service provider includes:

• specific service level requirements (service metrics, 
roles, responsibilities, reporting)

• security, privacy and data residency requirements 
that comply with corporate policies and applicable 
legislation

• right to retrieve data upon termination of service

• business continuity, ownership and transferability 
of data

• right to audit or review service auditor reports

Regular monitoring of the cloud service provider for 
service quality and effective control environment is 
necessary for any organization to ensure corporate data 
is protected and expected benefits of cloud computing 
are realized.

Criteria
Travel Alberta should incorporate specific business 
requirements in the contracts with its cloud service 
providers; and regularly monitor for compliance.

Our audit findings

Key Findings 

• Travel Alberta does not identify and incorporate 
specific business requirements in the contracts 
with its cloud service providers. 

• Travel Alberta does not have a process to measure 
and regularly monitor cloud service providers 
performance and compliance with the terms of 
the contractual agreements.

Business requirements
Appropriate classification of data is the first step in 
ensuring the confidentiality, integrity, trustworthiness, 
availability and protection of privacy of an organization’s 
data. We expected that Travel Alberta would have 
classified its data before moving to cloud computing but 
we found it had not done so.

The Government of Alberta has had a data classification 
policy since 2017 that applies to government agencies. 
We found that Travel Alberta was unaware of this policy. 
Management created a draft data classification policy in 
February 2019 to classify its information. However, the 
policy does not specify the type of data that can reside 
in the cloud, any geographic restrictions, and security 
controls that must be implemented to protect the data.

Our examination of Travel Alberta’s contract with its 
key cloud service provider showed that Travel Alberta’s 
confidential information is hosted in the United States 
and may be processed by the provider’s affiliates located 
in other countries. There is a risk that data that is now 
subject to the laws of the U.S. and other countries, may 
be accessible by the authorities of those countries. We 
expected that Travel Alberta would periodically perform a 
legal and privacy assessment to ensure it complies with 
applicable laws and government policies. 
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We found that Travel Alberta has not assessed:

• what laws of other countries its data needs to 
comply with and whether non-compliance exists

• whether there are requirements and restrictions 
from the Government of Alberta and the Office of 
the Privacy Commissioner regarding the data residing 
outside of Canada that need to be incorporated in 
the contracts with the cloud service providers 

Without understanding the data, where it resides 
and whether it complies with all relevant laws and 
regulations locally and abroad, Travel Alberta is exposed 
to legal and reputational risk if the data is compromised. 

We requested contracts for five Travel Alberta cloud 
service providers to assess whether specific business 
requirements, such as data residency, were incorporated. 
Management could not provide a master service 
agreement for its key cloud service provider. None of the 
other cloud service provider contracts we examined had 
requirements related to data residency and compliance 
with laws. We found that Travel Alberta has not defined 
specific requirements for using cloud services to ensure 
they are met by the providers. Management told us that 
the cloud service providers do not allow Travel Alberta 
to dictate business specific requirements. Travel Alberta 
has to sign up for a predetermined “menu” of services. 
We would expect that Travel Alberta identify services that 
are not needed or that do not comply with the specific 
business requirements. This would allow management 
to identify and manage the risk of missed requirements 
early. We found no evidence that management identified 
any risk and the appropriate response associated with 
key business requirements not being included in the 
contracts with its cloud service providers.

Monitoring contracts with cloud service 
providers
Monitoring for service quality and performance of a 
cloud service provider is an important process for any 
organization outsourcing their IT systems to make sure 
business needs continue to be met. We found that 
Travel Alberta does not have a process to monitor service 
quality and performance of its cloud service providers. 

Travel Alberta has not defined the type of information 
it requires from its cloud service providers to evaluate 
their performance and if they are meeting contractual 
requirements. Management told us that it currently 
does not have a formal set of metrics to measure against 
the contracts and that it reviews cloud service provider 
performance typically only when issues arise. 

One indicator used to evaluate cloud service provider 
performance is the availability, or uptime, of the services. 
Service level agreements often include a provision for 
the vendor to provide service credit back to its clients 
if the uptime is not met. We found that management 
did not review service level terms and conditions for its 
key cloud service provider. Without the review of service 
level terms and conditions, Travel Alberta may not realize 
all cloud computing benefits and could fail to identify 
potential risks to the organization.

Cloud service providers often hire external auditors to 
audit their IT environment to demonstrate they have 
implemented effective internal controls to protect 
client’s data. It is therefore important for an organization 
to regularly review these service auditor reports to 
ensure controls at the cloud service provider continue 
to be effective and do not expose the client organization 
to additional risks. We found that Travel Alberta has 
processes to regularly monitor and test its own IT 
access controls but does not have a process to review 
the auditor reports made available by its cloud service 
providers and assess the impact on Travel Alberta for 
deficiencies identified in the reports.

RECOMMENDATION: Develop contract management 
processes for contracts with cloud service providers

We recommend that Travel Alberta develop effective 
contract management processes for contracts with its 
cloud service providers. 

Consequences of not taking action
Travel Alberta’s IT services heavily rely on its cloud 
service providers for security, data management and 
service continuity. Without effective contracts and 
processes to monitor service quality and controls at the 
cloud service providers, Travel Alberta will not be able to 
manage its operations and IT risks effectively, and at a 
reasonable cost to Albertans. 
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Audit Responsibilities 
and Quality Assurance 
Statement
Management of Travel Alberta is responsible for 
managing risks related to its use of cloud computing. 

Our responsibility is to 
express an independent 
conclusion about whether 
Travel Alberta has effective 
processes to manage 
the risks of using cloud 
computing for its financial 
reporting and operating 
purposes.

We conducted our audit in accordance with Canadian 
Standard on Assurance Engagements 3001 issued by 
the Auditing and Assurance Standards Board (Canada). 
The Office of the Auditor General applies Canadian 
Standard on Quality Control 1 and, accordingly, 
maintains a comprehensive system of quality control, 
including documented policies and procedures 
regarding compliance with ethical requirements, 
professional standards and applicable legal and 
regulatory requirements. The office complies with 
the independence and other ethical requirements of 
the Chartered Professional Accountants of Alberta 
Rules of Professional Conduct, which are founded 
on fundamental principles of integrity and due care, 
objectivity, professional competence, confidentiality and 
professional behaviour.
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