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Appointed under Alberta’s Auditor General Act, the Auditor General is the legislated auditor of every provincial ministry,
department and most provincial agencies, boards, commissions, and regulated funds. The audits conducted by the
Office of the Auditor General report on how government is managing its responsibilities and the province’s resources.
Through our audit reports, we provide independent assurance to the 87 Members of the Legislative Assembly of
Alberta, and the people of Alberta, that public money is spent properly and provides value.

Introduction

About Our Assessment of Implementation Reports
Management is responsible for implementing our recommendations.
We examine management’s implementation plans and perform procedures to determine whether
management has implemented our recommendation(s) when management has asserted they have been
implemented. We repeat our recommendations if we do not find evidence they have been implemented.
We may also issue new recommendations for matters that come to our attention in the course of our
assessment.
Our Assessment of Implementation Reports are conducted under the authority of the Auditor General
Act. The Office of the Auditor General applies Canadian Standard on Quality Control 1 and, accordingly,
maintains a comprehensive system of quality control, including documented policies and procedures
regarding compliance with applicable professional standards and applicable ethical, legal and regulatory
requirements.
Our office complies with the independence and other ethical requirements of the Chartered Professional
Accountants of Alberta Rules of Professional Conduct, which are founded on fundamental principles of
integrity and due care, objectivity, professional competence, confidentiality, and professional behavior.
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Outstanding Recommendations

Assessment of
Implementation Report

Alberta Health Services
AHS Controls Over Expense Claims, Purchasing
Card Transactions and Other Travel Expenses
(February 2013)

Summary of Recommendations
In January 2022, we found that AHS had implemented our February 2013 recommendation to
Alberta Health Services on Controls Over Expense Claims, Purchasing Card Transactions and Other
Travel Expenses.
IMPLEMENTED Recommendation:
Controls over expenses

Introduction
In 2013, we audited whether AHS had effective controls to ensure payment of expense claims,
purchasing card transactions, and other travel expenses complied with AHS policies.
We found that AHS needed to tighten its controls by:
•

improving the analysis and documentation that support the business reasons for—and the
cost effectiveness of—these expenses

•

improving staff education and training on their responsibilities to comply with policies

•

monitoring expenses and reporting results to the board

In January 2022, we completed our assessment of implementation and found that AHS had
implemented our recommendation.
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Recommendation:

Controls over expenses
IMPLEMENTED
Context
Alberta Health Services operates the provincial healthcare system and has over 100,000
employees. Some staff must travel as part of their job, and they can be reimbursed for travel
expenses by submitting an expense claim. Only eligible expenses under AHS’ travel policy can be
reimbursed.
In 2013,1 we audited whether AHS had effective controls to ensure payment of expense
claims, purchasing card transactions and other travel expenses complied with AHS policies. We
concluded that AHS needed to tighten its controls by:
•

improving the analysis and documentation that support the business reasons for—and the
cost effectiveness of—these expenses

•

improving staff education and training on their responsibilities to comply with policies

•

monitoring expenses and reporting results to the board

Our current findings
AHS has implemented our recommendation by:
•

updating its travel policy and implementing a new expense claim system

•

requiring employees to take courses on the expense policy and expense claim system

•

testing expense claims and reporting the results to the AHS Audit and Risk Committee

1

Report of the Auditor General of Alberta—February 2013, no. 1, page 24.
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Updated policy and new expense claim system
AHS updated its Travel, Hospitality and Working Session Expenses—Approval, Reimbursement,
and Disclosure Policy (the expense policy) in response to our original audit. For example, the
expense policy now requires that cost-effectiveness be considered when booking travel
for AHS. And all AHS employees must use an authorized travel vendor to book travel and
accommodation requests.
AHS also implemented the Oracle iExpense (iExpense) system now used by employees to
submit expense claims for reimbursement. The iExpense system has multiple automated
edit and validation controls to ensure compliance with the travel policy. This is a significant
improvement from when most employee expenses were submitted manually on paper.

Training
AHS has developed three web-based training courses on employee expense claims. One course
focuses on the expense policy; the other two focus on the iExpense system. Employees must
“pass” all three courses before they can use the iExpense system.
In addition to these courses, “Quick Reference Guides” are on the AHS intranet and
communications are sent out throughout the year highlighting areas of focus for staff who
approve expense claims.

Testing and reporting of employee expense claims
Annually, AHS’ Internal Audit group, through its Internal Controls over Financial Reporting
program, tests the operating effectiveness of employee expense controls. This testing focuses
on specific key controls around the employee expense process and recommendations to
resolve any deficiencies noted. The Internal Audit group also follows up any deficiencies
until management resolves them. These results are then reported to AHS’ Audit and Risk
Committee (the committee). This lets the committee monitor the effectiveness of employee
expense controls to ensure results stay within the risk tolerance that the committee has set.

Report of the Auditor General—May 2022 7

Outstanding Recommendations

Assessment of
Implementation Report

Travel Alberta
Managing the Risks of Cloud Computing
(December 2019)

Summary of Recommendations
In December 2021, we completed our assessment of implementation from our
December 2019 audit of Travel Alberta’s processes for managing the risks of cloud computing.
We found that both recommendations have been implemented:
IMPLEMENTED Recommendation:
Develop a risk management process for cloud computing

IMPLEMENTED Recommendation:
Develop contract management processes for contracts with cloud service providers

Introduction
In 2019,1 we audited Travel Alberta’s processes to manage the risks of using cloud computing.
We found board oversight over cloud computing risks, risk management processes, contracts
with cloud service providers and monitoring of cloud service provider performance and
compliance with service agreements could all be improved. We made recommendations to
Travel Alberta to develop:
•

risk management process to manage the risks of using cloud computing

•

contract management processes for contracts with its cloud service providers

1

Report of the Auditor General of Alberta—December 2019, page 2.
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Recommendation:

Develop a risk management process for cloud
computing
IMPLEMENTED
Context
Risks of cloud computing include security, privacy, service accessibility and reliance on the
integrity and trustworthiness of cloud service providers.
In 2019, we found that Travel Alberta did not have a process to assess, monitor and report the
risks associated with its use of cloud computing. We also found little evidence of board oversight
of cloud computing risks.

Our current findings
Travel Alberta implemented our recommendation. It deployed an information technology (IT) risk
management framework that includes identifying, documenting and managing cloud computing
risks. We found that Travel Alberta developed a data classification policy that is consistent
with the Government of Alberta’s data and information security classification standard and
established an appropriate cloud computing governance structure that is supported by policies
and procedures.
Management ranked cloud services in tiers from one to three depending on their risk scores, with
tier one the highest risk. Risk scores assigned are based on data classification, combined with the
severity and likelihood of risks identified by IT department. The IT department prepares a cloud
services security controls form for the service risks identified as well as detailed mitigation plans.
Risk scores and mitigation plans are then logged in the IT risk register. The IT department reviews
the IT risk register monthly and updates the risk scores quarterly depending on the progress of
the mitigation plans. We examined evidence that this process was consistently followed.
Our discussion with the board and examination of board meeting agendas, packages, and
meeting minutes provided evidence that the board asked management to:
•

develop an implementation plan to improve cloud computing risk management processes

•

engage an external consultant to provide advice to the board and management on best
practices to develop enterprise risk management processes

•

provide quarterly updates on the progress of their implementation plan

•

provide updates on the communication between Travel Alberta and the Government of
Alberta’s Office of the Chief Information Security Officer to ensure Travel Alberta’s policies are
consistent with the Government of Alberta's standards

•

provide periodic updates on cloud computing risks and planned mitigating actions as
required by Travel Alberta’s enterprise risk management policies
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Recommendation:

Develop contract management processes for
contracts with cloud service providers
IMPLEMENTED
Context
To manage risks arising from the use of a third-party cloud service provider, organizations need
to ensure that contractual arrangements with the provider are well understood and monitored.
Contracts with cloud service providers must incorporate specific business requirements
identified by the organization through its IT planning and business planning processes.
In 2019, we found Travel Alberta did not identify and incorporate specific business
requirements in cloud service provider contracts and did not have a process to regularly
monitor cloud service providers performance and compliance with the terms of contractual
agreements.

Our current findings
Travel Alberta implemented our recommendation. Policies and procedures for the acquisition
of cloud services and the management of cloud services contracts were developed by
management and approved by the board.
We saw documentation that the IT department carried out risk assessments before the
acquisition of cloud services.
To help Travel Alberta manage and monitor its cloud service providers, management developed
a cloud service vendor master list to serve as an inventory record of all cloud contracts.
Travel Alberta’s cloud services policy requires a performance review of cloud service providers
with timelines based on the tier of cloud service (tier one—annually, tier two—at contract
mid-point, and tier three—six months prior to contract end). We examined a sample of tier one
and tier two contracts and found evaluations were performed within the established timelines.
We also confirmed that out of the nine contracts in tier one, seven evaluations were completed
and two are in progress. Of the evaluations that management completed, one resulted in a
request for a contract amendment. As a result of contract reviews, management identified
user controls that needed to be improved.
For the sample of contracts we examined, we found that the contract evaluation process
includes an assessment of the:
•

specific service level requirements that meet Travel Alberta’s business needs

•

security, privacy and data residency requirements that comply with Travel Alberta’s
corporate policies

•

right to retrieve data upon termination of services

•

business continuity, ownership and data transferability

•

right to audit or access to service auditor reports

We found the requesting business unit, the procurement department, IT department and
legal, established clear roles and responsibilities to ensure cloud service contracts are properly
authorized, monitored and evaluated throughout the contract life cycle.
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